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Easy Anti-Cheat: "Cannot run under Virtual Machine" in windows vm (proxmox)

Hello

I'm attempting to set up a cloud gaming server using a Windows virtual machine (VM) within Proxmox. I'm not the
first person to try this, but unfortunately, I'm running into some issues. After searching online forums, | haven't
found any solutions that work for me.

To troubleshoot, I've tried adding specific arg: -cpu 'host,kvm=off' to my configuration file and modifying the
SCSI controller to LSI. However, Windows still detects that it's being virtualized, which isn't what | want.

I'm a bit confused by the topic, as there seems to be different approaches depending on the system. Despite
finding a lot of information online, none of the solutions have worked for me so far. Can someone help me figuare
out how to hide for windows that it is being virtualized?
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ﬁyanjar » 1y ago ¢ Edited 2mo ago
* Updated @ 2025-03-14 *

Just try again when installing windows 11 in the VM. #2 and 3 below no longer need and EAC, nProtect
GameGuard still function properly. There is performance issue if virtio driver is not used (hiccups during video
playback).

i bypass the EAC by:

1. Fill' in the BIOS information (VM -> Options -> SMIBIOS Setting)

4. Network card MAC address change to INTEL type
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Also my cpu type is set to host, when creating the vm.
My config file also contains args: -cpu host, -hypervisor, kvm=off .

Everything works as it should. thanks :)
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This solution actually works!! Thank you!! but i only do the step 1 and 4

i did this modification to an existing windows 11 VM that was installed using virtio driver and the system is
on a SCSI drive.
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bDoubleZdy * 4mo ago

It worked for me as well using virtio drivers!

I've also tried only step 1 and 4, because I've already set up a Win11 VM with virtio driver and | didn't
want to go through all that stuff again. The only thing that | would like to mention is that | edited this line in
my <vmid>.conf:

cpu: host,hidden=1
(no other args or flags for the cpu.)

| just tested with Elden Ring that uses EAC and | managed to bypass it. Not sure if everything works
perfectly fine with this setup.

2 O Reply
@ 1 more reply

= 5
& poocheesey2 ¢« 1y ago

What about virt-manager? Would this be easy to replicate?
¢ 18 O Reply
@ VivaPitagoras ° 1y ago * Edited 1y ago

Does this mean | could use a Windows VM on Proxmox as a regular desktop? Right now | am dual
booting but | have to restart everytime | want to switch OSs. | would prefer something more like an
hypervisor that would allow me to change from one OS to another on the fly.
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It probably gets a bit tricky with things like bluetooth, but you can do that too again by using a
passthrough card or usb bluetooth adapter.

‘Soliquuipment e 1y ago

I'm trying to do this too. Do you also copy the UUID or leave it as is?
| used dmidecode --type 1 to get the info from

@ VI510N - 7mo ago

This comment needs to be higher! Following above entering your BIOS information as well as making
sure drives and NICs are passed through properly is all you need for GPU passthrough. | used to use the
"args: -cpu host,-hypervisor" line in my vm file, however this wrecks performance especially in games like
cyberpunk.

TLDR: Follow yanjars steps above, don't use the args line (wrecks performance) can still bypass EAC etc
(yes it shows your are virtualized, still can play though with small risk of getting kicked, no greater than
gforce now imo.
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