
Recommended configuration for Portmaster and what can be used to complement
it
Even though I'm more privacy conscious than the average person, unfortunately I lack technical understanding so
I'm not sure what settings on my pc are made redundant or what I can use to buff up the defenses (without
causing issues) so to speak.

Ill just give my example. Currently I use a VPN and i was looking into changing the DNS. This search led me to
Portmaster. Eventually I want to upgrade to use the SPN because as i understand it, it does what VPNs can do
(but better) and can't do.

But right now there are other services like proton that have multiple products in a bundle and i use more than 1.

So if I wanted to absolutely keep Portmaster, here are some questions: what would the ideal configuration be and
should I even bother pairing it with a VPN?

Can I use nextdns with it? (i don't really get the ipv6 ipv4 stuff etc )
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3 Reply

There's no best config to use for Portmaster. It's generally recommended to turn on dns cache but outside of
that, everything is up to you.  for a few community provided
app profiles.

You can pair it with a VPN, just be aware of the workarounds.
 SPN is a better technology anyways.

Yes you can use nextdns.

You can run it alongside Defender just fine.

https://github.com/portmaster-community/apps

https://wiki.safing.io/en/Portmaster/App/Compatibility

TDarius73 OP • 1y ago

1 Reply

2 more replies

Thank you! Do you know how to test if it's working?

TDarius73 OP • 1y ago

1 Reply

Thank you!
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