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Pros and cons of encrypted LVM
| plan to reinstall my Debian Buster from scratch, and want to use guided partition and do LVM (with separate
/home partition). | wonder if | should do encryption. It is home laptop, not really any secret data or anything, just

lots of personal information and documents. What are pros and cons for encryption? any impact on productivity? If
matters, the laptop is T520 with quad-core i7 and 16GB of RAM, 1TB SSD.

Upd:

Thank you all for valuable information. | have done encrypted LVM. Not only this is the first time | encrypt my home
PC, itis first time | use LVM. | have done guided partition which encrypts everything (apart from /boot, obviously). |
was a bit concerned with the size of the / (30GB) as | prefer larger one for ease of mind, but it shouldn't be an
issue with LVM as | extend it later (if | understand LVM correctly).
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lengthy scrub was not possible but reading some files was. Using LUKS, | don't need to worry about
scrubbing a failing or failed drive.

| also like that on my laptop, my data is secure even if | lose it or it is stolen.

Add to that, there is no real way to delete data on an SSD except using a manufacturer's delete command.
Meaning if you have a sensitive file and delete it, it might still be available given the right tools. But not if you
use LUKS.

The down sides? Having to enter a password on boot isn't a big deal to me. The performance impact is also
pretty minimal. I'm sure you can find some benchmarks.

| use BTRFS on LUKS on my desktop & my laptop the latter of which is an X220 with an i5 and 8GB of RAM,
512GB SSD and find Debain and Gnome to run great.

& 215 O Reply

@ 16 more replies

@ jmtd - 5y ago

The pros are you won't be able to read the data without the decryption key. The cons are you won't be able to
read the data without the decryption key.

But seriously: do this as a matter of routine. You won't notice a performance impact.

¢ 148 O Reply

ﬁ:} [deleted] < 5y ago

I've always used LUKS on LVM with SSDs and the performance hit is pretty negligible compared to the gap
that is HDD -> SSD.

Do it. SSDs fail catastrophically and that means you get no notice. Backups are paramount but what's more
paramount is what jpodster said - the data's encrypted at rest.

Rebooting requires a second password, but OH NO. YOU REBOOT SO OFTEN UNDER LINUX. :)
OGO {11 O Reply
i YXAndyYX - 5y ago
| reboot regularly. Mostly when the uptime crosses 400 days.
& 193 O Reply

(®) 12 more replies

@ coderl1ll - 5y ago
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Pros- | yank the USB drive, and my data is secure and pretty much uncrackable, no way to run jack the ripper
and guess the password. EDIT. And I'm using pure dm-crypt, not LUKS, so not even headers remain on the
hard drive- it just looks like random rubbish.

Cons- | have to enter a password every time | boot.

Another con- some performance hit. | mean | have a NVMe SSD, which should peak at 3 GB/s. For me it
peaks at 1 GB/s because data needs to be encrypted/decrypted, and this is with a fairly beefy CPU (AMD
3700X). CPU usage on heavy disk reads/writes is also noticeable, but | have many cores so using up some
of that doesn't cause me pain. If you have SATA drives (even SSDs), you won't notice that as they top out at
500 MB/s, so your CPU will encrypt/decrypt faster than they can transfer data anyway. For me- 1 GB/s is
plenty, so I'll keep using encryption.

I do encryption just as prophylaxis. | mean it's unlikely my data is going to be physically stolen. But it is good
to be prepared and learn to do these things, and it's important more people do this and the tools for it are
polished and troubleshooted properly.

@ 3 more replies

i npsimons -« 5y ago

not really any secret data or anything, just lots of personal information and documents

The term you're looking for is "sensitive" or "personally identifiable" information. Just for reference, most orgs
encrypt this sort of information, including data at rest (full disk encryption) to keep it from being leaked.

My general rule is whenever feasible, use full disk encryption. I've been doing it for as long as it was an install
option for Debian, so hardware doesn't really matter. For me, this includes my clients (home development
machine, portable) and home file/backup server. Only exceptions are things | need to come up without input,
eg, mail and web servers.

Y devonnull « 5y ago

Con: Forgetting how to unlock your data.

@ 4 more replies

%?;J [deleted] < 5y ago

Way too many upsides and I've been generally unable to detect the downsides.
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% shogun333 - 5y ago

Encryption is pretty important. | try to encrypt any device | use.

IIRC my procedure for Debian is a non encrypted boot partition and an encrypted everything else partition.
The encrypted partition gets used by LVM and split up into whatever | need; requires boottime password.

New to Reddit?

Create your account and connect with a world of communities.

o~

'€ Continue with Google
&M Continue with Email
D Continue With Phone Number

By continuing, you agree to our User Agreement and acknowledge that you understand the Privacy Policy.

Q r/archlinux « 7 yr. ago

Fulldisk encryption: LUKS vs LVM on LUKS

50 upvotes - 37 comments

(O r/debian « 2 yr. ago

LVM help

3 upvotes - 5 comments

(@ r/debian ¢« 9 mo. ago

So to have Full Disk Encryption is by selecting the option: “Guided - use entire disk and set up
encrypted LVM” 2?2

7 upvotes - 14 comments

Q r/linuxquestions ¢ 3 yr. ago

Why use LVM: | don't get it, what's the point of using LVM for LUKS encrypted swap and root partitions
over encrypting them on separate partitions?

https://www.reddit.com/r/debian/comments/iyxz9s/pros_and_cons_of encrypted_lvm/?rdt=41348 a/7


https://www.reddit.com/register/
https://www.reddit.com/login/
https://www.redditinc.com/policies/user-agreement
https://www.redditinc.com/policies/privacy-policy
https://www.reddit.com/user/shogun333/
https://www.reddit.com/user/shogun333/
https://www.reddit.com/r/debian/comments/iyxz9s/comment/g6h8u4z/
https://www.reddit.com/r/archlinux/comments/8xqujf/fulldisk_encryption_luks_vs_lvm_on_luks/
https://www.reddit.com/r/archlinux/comments/8xqujf/fulldisk_encryption_luks_vs_lvm_on_luks/
https://www.reddit.com/r/archlinux
https://www.reddit.com/r/debian/comments/16lckno/lvm_help/
https://www.reddit.com/r/debian/comments/16lckno/lvm_help/
https://www.reddit.com/r/debian
https://www.reddit.com/r/debian/comments/1e843fr/so_to_have_full_disk_encryption_is_by_selecting/
https://www.reddit.com/r/debian/comments/1e843fr/so_to_have_full_disk_encryption_is_by_selecting/
https://www.reddit.com/r/debian
https://www.reddit.com/r/linuxquestions/comments/tqlixc/why_use_lvm_i_dont_get_it_whats_the_point_of/
https://www.reddit.com/r/linuxquestions/comments/tqlixc/why_use_lvm_i_dont_get_it_whats_the_point_of/
https://www.reddit.com/r/linuxquestions
https://www.reddit.com/
https://www.reddit.com/login/

4/23/25, 7:27 PM Pros and cons of encrypted LVM : r/debian

Skip to main content

A4 v
LUKS on LVM w/ Keyfile

22 comments

@ r/Kubuntu < 1 yr. ago

What is the lvm volumes layout in default full disk encryption?

1 upvote - 6 comments

(@ r/debian ¢ 10 mo. ago

Partition / LVM Help

5 upvotes - 6 comments

(B r/debian ¢ 2 yr. ago
Guide: Install Debian with Encrypted Root and Unencrypted Boot.

32 upvotes - 32 comments

0 r/linux4noobs « 7 yr. ago

How does LVM work exactly?

4 upvotes - 5 comments

@ r/linuxquestions « 13 yr. ago

A Ubuntu Guide about Full Disk Encryption using LVM and LUKS with Grub and Keys stored on a USB

8 upvotes - 11 comments

(@ r/debian ¢ 5 yr. ago

Is it possible to perform full disk encryption after installation finished?

18 upvotes - 11 comments

@ r/linuxmint « 1 mo. ago

What makes Linux secure?

45 upvotes - 40 comments

@ r/linuxmint « 2 mo. ago

To all Electrical Engineers out there: Does Linux work for you?

37 upvotes - 29 comments

0 r/linux4noobs ¢ 2 mo. ago

https://www.reddit.com/r/debian/comments/iyxz9s/pros_and_cons_of encrypted_lvm/?rdt=41348 5/7


https://www.reddit.com/r/linuxquestions/comments/tqlixc/why_use_lvm_i_dont_get_it_whats_the_point_of/
https://www.reddit.com/r/archlinux/comments/1im1evj/luks_on_lvm_w_keyfile/
https://www.reddit.com/r/archlinux/comments/1im1evj/luks_on_lvm_w_keyfile/
https://www.reddit.com/r/archlinux
https://www.reddit.com/r/Kubuntu/comments/1d2sh5y/what_is_the_lvm_volumes_layout_in_default_full/
https://www.reddit.com/r/Kubuntu/comments/1d2sh5y/what_is_the_lvm_volumes_layout_in_default_full/
https://www.reddit.com/r/Kubuntu
https://www.reddit.com/r/debian/comments/1dh4wc4/partition_lvm_help/
https://www.reddit.com/r/debian/comments/1dh4wc4/partition_lvm_help/
https://www.reddit.com/r/debian
https://www.reddit.com/r/debian/comments/146vw37/guide_install_debian_with_encrypted_root_and/
https://www.reddit.com/r/debian/comments/146vw37/guide_install_debian_with_encrypted_root_and/
https://www.reddit.com/r/debian
https://www.reddit.com/r/linux4noobs/comments/8gvj0j/how_does_lvm_work_exactly/
https://www.reddit.com/r/linux4noobs/comments/8gvj0j/how_does_lvm_work_exactly/
https://www.reddit.com/r/linux4noobs
https://www.reddit.com/r/linuxquestions/comments/sl73v/a_ubuntu_guide_about_full_disk_encryption_using/
https://www.reddit.com/r/linuxquestions/comments/sl73v/a_ubuntu_guide_about_full_disk_encryption_using/
https://www.reddit.com/r/linuxquestions
https://www.reddit.com/r/debian/comments/feaa7g/is_it_possible_to_perform_full_disk_encryption/
https://www.reddit.com/r/debian/comments/feaa7g/is_it_possible_to_perform_full_disk_encryption/
https://www.reddit.com/r/debian
https://www.reddit.com/r/linuxmint/comments/1jfbr1j/what_makes_linux_secure/
https://www.reddit.com/r/linuxmint/comments/1jfbr1j/what_makes_linux_secure/
https://www.reddit.com/r/linuxmint
https://www.reddit.com/r/linuxmint/comments/1iyzr2d/to_all_electrical_engineers_out_there_does_linux/
https://www.reddit.com/r/linuxmint/comments/1iyzr2d/to_all_electrical_engineers_out_there_does_linux/
https://www.reddit.com/r/linuxmint
https://www.reddit.com/r/linux4noobs/comments/1iufvkh/guide_for_noob_to_install_debian_with_luks_lvm/
https://www.reddit.com/r/linux4noobs/comments/1iufvkh/guide_for_noob_to_install_debian_with_luks_lvm/
https://www.reddit.com/r/linux4noobs
https://www.reddit.com/
https://www.reddit.com/login/

4/23/25, 7:27 PM Pros and cons of encrypted LVM : r/debian

Skip to main content

0 r/linux4noobs ¢ 6 yr. ago

Ubuntu netinstall with LUKS encryption and LVM partitioning.

21 upvotes - 5 comments

@ r/linuxmint « 17 days ago

To the people who say Linux has compatibility issues

250 upvotes - 49 comments

(5 r/debian ¢ 15 days ago

Switched from Winl1l and am happy!

451 upvotes - 101 comments

r/voidlinux ¢ 20 days ago

is void enterprise linux worth it?

49 upvotes - 9 comments

(() r/debian ¢ 3 mo. ago

Haven't touched linux in 15 years.. jumping back in

66 upvotes - 25 comments

@ r/debian ¢ 1 mo. ago

To all the Linux-only users

195 upvotes - 517 comments

@ r/linux ¢ 5 days ago

Where is Linux at with post-quantum encryption?

120 upvotes - 40 comments

@ r/linuxquestions ¢ 12 yr. ago

Is an LVM a good choice?

9 upvotes - 9 comments

https://www.reddit.com/r/debian/comments/iyxz9s/pros_and_cons_of encrypted_lvm/?rdt=41348 6/7


https://www.reddit.com/r/linux4noobs/comments/1iufvkh/guide_for_noob_to_install_debian_with_luks_lvm/
https://www.reddit.com/r/linux4noobs/comments/1iufvkh/guide_for_noob_to_install_debian_with_luks_lvm/
https://www.reddit.com/r/linux4noobs/comments/bfyvyr/ubuntu_netinstall_with_luks_encryption_and_lvm/
https://www.reddit.com/r/linux4noobs/comments/bfyvyr/ubuntu_netinstall_with_luks_encryption_and_lvm/
https://www.reddit.com/r/linux4noobs
https://www.reddit.com/r/linuxmint/comments/1jsq6xu/to_the_people_who_say_linux_has_compatibility/
https://www.reddit.com/r/linuxmint/comments/1jsq6xu/to_the_people_who_say_linux_has_compatibility/
https://www.reddit.com/r/linuxmint
https://www.reddit.com/r/debian/comments/1ju9lja/switched_from_win11_and_am_happy/
https://www.reddit.com/r/debian/comments/1ju9lja/switched_from_win11_and_am_happy/
https://www.reddit.com/r/debian
https://www.reddit.com/r/debian/comments/1ju9lja/switched_from_win11_and_am_happy/
https://www.reddit.com/r/voidlinux/comments/1jqwxss/is_void_enterprise_linux_worth_it/
https://www.reddit.com/r/voidlinux/comments/1jqwxss/is_void_enterprise_linux_worth_it/
https://www.reddit.com/r/voidlinux
https://www.reddit.com/r/debian/comments/1ij1bea/havent_touched_linux_in_15_years_jumping_back_in/
https://www.reddit.com/r/debian/comments/1ij1bea/havent_touched_linux_in_15_years_jumping_back_in/
https://www.reddit.com/r/debian
https://www.reddit.com/r/debian/comments/1j8lsm2/to_all_the_linuxonly_users/
https://www.reddit.com/r/debian/comments/1j8lsm2/to_all_the_linuxonly_users/
https://www.reddit.com/r/debian
https://www.reddit.com/r/linux/comments/1k2ok2m/where_is_linux_at_with_postquantum_encryption/
https://www.reddit.com/r/linux/comments/1k2ok2m/where_is_linux_at_with_postquantum_encryption/
https://www.reddit.com/r/linux
https://www.reddit.com/r/linuxquestions/comments/1id4ha/is_an_lvm_a_good_choice/
https://www.reddit.com/r/linuxquestions/comments/1id4ha/is_an_lvm_a_good_choice/
https://www.reddit.com/r/linuxquestions
https://www.reddit.com/
https://www.reddit.com/login/

4/23/25, 7:27 PM Pros and cons of encrypted LVM : r/debian
»
a e G
42 upvotes - 34 comments

@ r/linux « 8 yr. ago

To LVM or not to LVM, that is the question...

42 upvotes - 57 comments

@ r/linux ¢ 14 days ago

Linux Performance — Part 3: No Swap Space

(2 linuxblog

121 upvotes - 58 comments

TOP POSTS

Reddit

reReddit: Top posts of September 24, 2020

Reddit

reReddit: Top posts of September 2020

Reddit

reReddit: Top posts of 2020

Reddit Rules Privacy Policy User Agreement Reddit, Inc. © 2025. All rights reserved.

https://www.reddit.com/r/debian/comments/iyxz9s/pros_and_cons_of encrypted_lvm/?rdt=41348 7/7


https://www.reddit.com/posts/2020/september-24-1/
https://www.reddit.com/posts/2020/september-24-1/
https://www.reddit.com/posts/2020/september-24-1/
https://www.reddit.com/posts/2020/september-24-1/
https://www.reddit.com/posts/2020/september-24-1/
https://www.reddit.com/posts/2020/september-24-1/
https://www.reddit.com/posts/2020/september-24-1/
https://www.reddit.com/posts/2020/september-24-1/
https://www.reddit.com/posts/2020/september/
https://www.reddit.com/posts/2020/september/
https://www.reddit.com/posts/2020/september/
https://www.reddit.com/posts/2020/september/
https://www.reddit.com/posts/2020/september/
https://www.reddit.com/posts/2020/september/
https://www.reddit.com/posts/2020/september/
https://www.reddit.com/posts/2020/september/
https://www.reddit.com/posts/2020/
https://www.reddit.com/posts/2020/
https://www.reddit.com/posts/2020/
https://www.reddit.com/posts/2020/
https://www.reddit.com/posts/2020/
https://www.reddit.com/posts/2020/
https://www.reddit.com/posts/2020/
https://www.reddit.com/posts/2020/
https://www.redditinc.com/policies/content-policy
https://www.reddit.com/policies/privacy-policy
https://www.redditinc.com/policies/user-agreement
https://redditinc.com/
https://www.reddit.com/r/debian/comments/1jhwzjq/trixie_alpha_installer_no_lvm_and_encryption/
https://www.reddit.com/r/debian/comments/1jhwzjq/trixie_alpha_installer_no_lvm_and_encryption/
https://www.reddit.com/r/debian
https://www.reddit.com/r/debian/comments/1jhwzjq/trixie_alpha_installer_no_lvm_and_encryption/
https://www.reddit.com/r/linux/comments/6w046b/to_lvm_or_not_to_lvm_that_is_the_question/
https://www.reddit.com/r/linux/comments/6w046b/to_lvm_or_not_to_lvm_that_is_the_question/
https://www.reddit.com/r/linux
https://www.reddit.com/r/linux/comments/1jv44eu/linux_performance_part_3_no_swap_space/
https://www.reddit.com/r/linux/comments/1jv44eu/linux_performance_part_3_no_swap_space/
https://www.reddit.com/r/linux
https://linuxblog.io/linux-performance-no-swap-space/
https://www.reddit.com/
https://www.reddit.com/login/

