4/18/25, 1:11 AM Accessing Kubernetes Dashboard from outside the cluster : r/kubernetes

SV LU (kubernetes €  Search in rfkubernetes

% rlkubernetes « 3 yr. ago -,
Sir_Alex_Senior =
Accessing Kubernetes Dashboard from outside the cluster

Hello,
actually i am playing around with my first 2 node kubernetes cluster (hosted in 2 vm's on proxmox host).
| did a fresh install, the master node is init, the worker already joined - everything seems fine so far.

Now i would like to run the kubernetes dashboard and get access to it from outside the cluster (both nodes are
running on headless debian 11).

| already tried it with proxy and port forwarding, but without success:

root@kube0l:~# kubectl get services --all-namespaces
NAMESPACE NAME TYPE CLUSTER-IP EXTERNAL-IP
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@ fullstack_guy -« 3y ago

Don't expose your dashboard, that's just giving hackers a nice peek at what they can try to exploit. | put mine
up as an internal service and use a client cert for my ingress to access it: https://docs.nginx.com/nginx-
ingress-controller/configuration/policy-resource/#ingressmtls
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i silence036 - 3y ago * Edited 3y ago

If you want to expose a service outside your cluster, assign a either a service of type nodeport or
loadbalancer. Or you can deploy an ingress and do the config there.

If you want something to provision your loadbalancer services with external ip's (relative to your cluster), you
should run metallb on your cluster

Kubectl port-forward isn't really the solution here, it's useful for troubleshooting but shouldn't be used to
expose services outside the cluster.

You should get the kubeconfig on your pc and use that to connect to your cluster, it'll be more efficient than
ssh-ing to your master node and running commands there. If you want a fancy gui, I'd suggest k8s Lens,
which will let you interact with your objects and see what's up.
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(*) 2 more replies

@ [deleted] - 3y ago

Hey Alex,

I can't help with the connection error much. When | tried the port-forward command you used it worked fine
for me.

An alternative may be to change the service type from ClusterlP to NodePort. This will give you a port
external to the cluster that can be used to access the dashboard. This wouldn't require kubectl to constantly
run the port-forward.

To do this, edit the service (kubectl edit svc -n kubernetes-dashboard kubernetes-dashboard) and change
"ClusterIP" to "NodePort". Then check you services again to get the node port (kubectl get svc -n kubernetes-
dashboard) and try hitting that from a browser (https://<node IP>:<nodePort>). If your original problem was
specific to the port-forward, this should get around it.
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@ 1 more reply
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