
Limiting exit node use to specific clients
Question

I am trying to limit the exit node usage to only a couple of of clients (phone, travel laptop) via ACL but am not
finding an ACL example that would do this. I have the tags set up I think but cannot seem to find an ACL that will
only allow the exit node to be used by the specified tagged clients. I do not want all of my random VPSs for
example using my home connection router for the internet facing traffic.

I hope that makes sense.
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// Access control lists.  

"acls": \[  

// Match absolutely everything.  

// Comment this section out if you want to define specific restrictions.  

//{"action": "accept", "src": \["\*"\], "dst": \["\*:\*"\]},  

  

// Group allowed to use exit node  

{  

"action": "accept",  

"src":    \["tag:extinternet"\],  

"dst":    \["autogroup:internet:\*"\],  

},  

// All users can use exit nodes  

// If you are using the default ACL, this rule is not needed because the  

// default ACL allows all users access to the internet through an exit node  

//{  

// "action": "accept",  

// "src":    \["autogroup:members"\],  

// "dst":    \["autogroup:internet:\*"\],  

//},  

\],

The above is an example. Comment out the allow all rule, then add the group for the exit note for the dst of
autogroup:internet:*. src should be the tag you want to allow for access via the exit node (my example uses
tag:extinternet).

This is what I use for this exact purpose and it appears to be working.

jdrtechnology • 2y ago • Edited 2y ago

Oh, note that you may need to create a second tag to allow things to talk to each other again and put in
an acl for that (this is my default, and I realized this may cause that). This would be an allow example for
tag to tag:

{"action": "accept", "src": ["tag:intranet"], "dst": ["tag:intranet:*"]},

likely there is an autogroup for this as well, now that I think about it...

Edit:

There is:

Have not tested this, but this should also work:

{"action": "accept", "src": ["autogroup:members"], "dst": ["autogroup:members:*"]},

https://tailscale.com/kb/1018/acls/#autogroups
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2 Reply

Oujii • 2y ago

1 Reply

1 more reply

Quick question. Considering OP said they have VPS and such, if they have already configured normal
ACLs for not allowing those VPS to access his home network, this wouldn't be required, yes?

dmacdonal9 • 2y ago

1 Reply

Wait, I thought each device had to explicitly choose to use the exit node? I have one exit node and I only flip
my phone or macbook to use it when i'm watching netflix, then i flip it off.

Avanchnzel • 2y ago

1 Reply

Yes, each client does have to explicity choose to use an exit node.

But the OP talks about controlling/limiting which clients are allowed to access exit nodes.

Continue with Google

Continue with Email

• 2 mo. ago

Using Exit Node when travelling. Is this concept correct?

37 upvotes ·  52 comments

r/Tailscale

• 3 mo. ago

Doubt on Exit Node

2 upvotes ·  15 comments

r/Tailscale

Log InSkip to main content

4/12/25, 9:29 PM Limiting exit node use to specific clients : r/Tailscale

https://www.reddit.com/r/Tailscale/comments/132uq4q/limiting_exit_node_use_to_specific_clients/?rdt=39246 3/6

https://www.reddit.com/register/
https://www.reddit.com/login/
https://www.redditinc.com/policies/user-agreement
https://www.redditinc.com/policies/privacy-policy
https://www.reddit.com/user/Oujii/
https://www.reddit.com/user/Oujii/
https://www.reddit.com/r/Tailscale/comments/132uq4q/comment/ji8vage/
https://www.reddit.com/user/dmacdonal9/
https://www.reddit.com/user/dmacdonal9/
https://www.reddit.com/r/Tailscale/comments/132uq4q/comment/ji7ga10/
https://www.reddit.com/user/Avanchnzel/
https://www.reddit.com/user/Avanchnzel/
https://www.reddit.com/r/Tailscale/comments/132uq4q/comment/ji7m8jv/
https://www.reddit.com/r/Tailscale/comments/1ictz2e/using_exit_node_when_travelling_is_this_concept/
https://www.reddit.com/r/Tailscale/comments/1ictz2e/using_exit_node_when_travelling_is_this_concept/
https://www.reddit.com/r/Tailscale
https://www.reddit.com/r/Tailscale/comments/1i81gf2/doubt_on_exit_node/
https://www.reddit.com/r/Tailscale/comments/1i81gf2/doubt_on_exit_node/
https://www.reddit.com/r/Tailscale
https://www.reddit.com/r/blackplayer/comments/1intidb/i_cant_leave_any_alternatives_for_android_auto/
https://www.reddit.com/
https://www.reddit.com/login/


• 2 mo. ago

I Can't Leave. Any Alternatives for Android Auto?

8 upvotes ·  21 comments

r/blackplayer

• 2 mo. ago

VS Vode LM API rate limit

13 upvotes ·  14 comments

r/RooCode

• 6 mo. ago

I aM uNAbLe tO UsE mY UsB DrIVe, PlEaSe aDvISe.

755 upvotes ·  39 comments

r/iiiiiiitttttttttttt

• 9 mo. ago

network issue

367 upvotes ·  18 comments

r/networkingmemes

• 2 mo. ago

Got a request from someone who had a completely different issue, remoted on and had
to find out why it was so slow. If this isn't a work from a shitty sysadmin idk what is.…

280 upvotes ·  53 comments

r/ShittySysadmin

• 2 mo. ago

Does anyone here regret switching from Core to Scale? Why or why not?

43 upvotes ·  62 comments

r/truenas

• 5 mo. ago

Do not use the enterprise versions of Windows!

262 upvotes ·  51 comments

r/ShittySysadmin

• 4 mo. ago

Short term location hiding and mobile phone use

60 upvotes ·  43 comments

r/opsec

• 2 mo. ago

Interested in sideloading

11 comments

r/apolloapp

Log InSkip to main content

4/12/25, 9:29 PM Limiting exit node use to specific clients : r/Tailscale

https://www.reddit.com/r/Tailscale/comments/132uq4q/limiting_exit_node_use_to_specific_clients/?rdt=39246 4/6

https://www.reddit.com/r/blackplayer/comments/1intidb/i_cant_leave_any_alternatives_for_android_auto/
https://www.reddit.com/r/blackplayer/comments/1intidb/i_cant_leave_any_alternatives_for_android_auto/
https://www.reddit.com/r/blackplayer
https://www.reddit.com/r/RooCode/comments/1ifu7ow/vs_vode_lm_api_rate_limit/
https://www.reddit.com/r/RooCode/comments/1ifu7ow/vs_vode_lm_api_rate_limit/
https://www.reddit.com/r/RooCode
https://www.reddit.com/r/iiiiiiitttttttttttt/comments/1gbuwuh/i_am_unable_to_use_my_usb_drive_please_advise/
https://www.reddit.com/r/iiiiiiitttttttttttt/comments/1gbuwuh/i_am_unable_to_use_my_usb_drive_please_advise/
https://www.reddit.com/r/iiiiiiitttttttttttt
https://www.reddit.com/r/iiiiiiitttttttttttt/comments/1gbuwuh/i_am_unable_to_use_my_usb_drive_please_advise/
https://www.reddit.com/r/networkingmemes/comments/1eaurnr/network_issue/
https://www.reddit.com/r/networkingmemes/comments/1eaurnr/network_issue/
https://www.reddit.com/r/networkingmemes
https://www.reddit.com/r/networkingmemes/comments/1eaurnr/network_issue/
https://www.reddit.com/r/ShittySysadmin/comments/1irg85z/got_a_request_from_someone_who_had_a_completely/
https://www.reddit.com/r/ShittySysadmin/comments/1irg85z/got_a_request_from_someone_who_had_a_completely/
https://www.reddit.com/r/ShittySysadmin
https://www.reddit.com/r/ShittySysadmin/comments/1irg85z/got_a_request_from_someone_who_had_a_completely/
https://www.reddit.com/r/truenas/comments/1iphdqw/does_anyone_here_regret_switching_from_core_to/
https://www.reddit.com/r/truenas/comments/1iphdqw/does_anyone_here_regret_switching_from_core_to/
https://www.reddit.com/r/truenas
https://www.reddit.com/r/ShittySysadmin/comments/1gfsms4/do_not_use_the_enterprise_versions_of_windows/
https://www.reddit.com/r/ShittySysadmin/comments/1gfsms4/do_not_use_the_enterprise_versions_of_windows/
https://www.reddit.com/r/ShittySysadmin
https://www.reddit.com/r/opsec/comments/1hisxsi/short_term_location_hiding_and_mobile_phone_use/
https://www.reddit.com/r/opsec/comments/1hisxsi/short_term_location_hiding_and_mobile_phone_use/
https://www.reddit.com/r/opsec
https://www.reddit.com/r/apolloapp/comments/1imhovs/interested_in_sideloading/
https://www.reddit.com/r/apolloapp/comments/1imhovs/interested_in_sideloading/
https://www.reddit.com/r/apolloapp
https://www.reddit.com/r/bloxymemes/comments/1ih5cts/let_me_use_space_bar_as_a_handbrake_instead_of/
https://www.reddit.com/
https://www.reddit.com/login/


• 2 mo. ago

LET ME USE SPACE BAR AS A HANDBRAKE INSTEAD OF LEFT SHIFT

85 upvotes ·  6 comments

r/bloxymemes

• 4 mo. ago

Anyone else gutted after the Location History / Timeline data loss and migration glitch?

27 upvotes ·  8 comments

r/LocalGuides

• 2 mo. ago

Ladies and gentlemen I have REVOLUTIONIZED deleting nodes from the comp

40 upvotes ·  7 comments

r/davinciresolve

0:05

• 2 mo. ago

how many people have changed to linux?

105 upvotes ·  82 comments

r/BuyFromEU

• 5 mo. ago

TIFU by Migrating a productive Server

230 upvotes ·  55 comments

r/tifu

• 2 mo. ago

Disable Sims 1 Legacy Expansions?

13 upvotes ·  13 comments

r/thesims1

• 3 mo. ago

How to share .env files

1.5K upvotes ·  55 comments

r/ShittySysadmin

• 2 yr. ago

Best way to restrict page access to specific users ASP.NET Core MVC and Auth0 app

2 comments

r/webdev

• 2 yr. ago

Pihole + Unbound Dockers on NAS

12 upvotes ·  5 comments

r/synology

Log InSkip to main content

4/12/25, 9:29 PM Limiting exit node use to specific clients : r/Tailscale

https://www.reddit.com/r/Tailscale/comments/132uq4q/limiting_exit_node_use_to_specific_clients/?rdt=39246 5/6

https://www.reddit.com/r/bloxymemes/comments/1ih5cts/let_me_use_space_bar_as_a_handbrake_instead_of/
https://www.reddit.com/r/bloxymemes/comments/1ih5cts/let_me_use_space_bar_as_a_handbrake_instead_of/
https://www.reddit.com/r/bloxymemes
https://www.reddit.com/r/bloxymemes/comments/1ih5cts/let_me_use_space_bar_as_a_handbrake_instead_of/
https://www.reddit.com/r/LocalGuides/comments/1hhr7vy/anyone_else_gutted_after_the_location_history/
https://www.reddit.com/r/LocalGuides/comments/1hhr7vy/anyone_else_gutted_after_the_location_history/
https://www.reddit.com/r/LocalGuides
https://www.reddit.com/r/davinciresolve/comments/1iglvsu/ladies_and_gentlemen_i_have_revolutionized/
https://www.reddit.com/r/davinciresolve/comments/1iglvsu/ladies_and_gentlemen_i_have_revolutionized/
https://www.reddit.com/r/davinciresolve
https://www.reddit.com/r/davinciresolve/comments/1iglvsu/ladies_and_gentlemen_i_have_revolutionized/
https://www.reddit.com/r/BuyFromEU/comments/1iut6l1/how_many_people_have_changed_to_linux/
https://www.reddit.com/r/BuyFromEU/comments/1iut6l1/how_many_people_have_changed_to_linux/
https://www.reddit.com/r/BuyFromEU
https://www.reddit.com/r/tifu/comments/1grc5ux/tifu_by_migrating_a_productive_server/
https://www.reddit.com/r/tifu/comments/1grc5ux/tifu_by_migrating_a_productive_server/
https://www.reddit.com/r/tifu
https://www.reddit.com/r/thesims1/comments/1iku2p1/disable_sims_1_legacy_expansions/
https://www.reddit.com/r/thesims1/comments/1iku2p1/disable_sims_1_legacy_expansions/
https://www.reddit.com/r/thesims1
https://www.reddit.com/r/ShittySysadmin/comments/1hsljsb/how_to_share_env_files/
https://www.reddit.com/r/ShittySysadmin/comments/1hsljsb/how_to_share_env_files/
https://www.reddit.com/r/ShittySysadmin
https://www.reddit.com/r/ShittySysadmin/comments/1hsljsb/how_to_share_env_files/
https://www.reddit.com/r/webdev/comments/11n1vax/best_way_to_restrict_page_access_to_specific/
https://www.reddit.com/r/webdev/comments/11n1vax/best_way_to_restrict_page_access_to_specific/
https://www.reddit.com/r/webdev
https://www.reddit.com/r/synology/comments/11k36vw/pihole_unbound_dockers_on_nas/
https://www.reddit.com/r/synology/comments/11k36vw/pihole_unbound_dockers_on_nas/
https://www.reddit.com/r/synology
https://www.reddit.com/r/techsupportgore/comments/1fnlbrx/i_installed_a_new_drive_and_its_not_booting/
https://www.reddit.com/
https://www.reddit.com/login/


TOP POSTS

Reddit

reReddit: Top posts of April 29, 2023

Reddit

reReddit: Top posts of April 2023

Reddit

reReddit: Top posts of 2023

Reddit Rules Privacy Policy User Agreement Reddit, Inc. © 2025. All rights reserved.

• 7 mo. ago

“I Installed a new drive, and it’s not booting”

1.1K upvotes ·  61 comments

r/techsupportgore

• 5 mo. ago

Help getting node exporter working with Alloy

5 upvotes ·  7 comments

r/grafana

• 2 mo. ago

Node and internet usage

32 upvotes ·  11 comments

r/AlgorandOfficial

• 6 mo. ago

Client Asking for All My Editing Assets—Is This Normal?

72 upvotes ·  126 comments

r/editors

• 2 mo. ago

Where are roocode settings stored?

9 upvotes ·  6 comments

r/RooCode

Log In

4/12/25, 9:29 PM Limiting exit node use to specific clients : r/Tailscale

https://www.reddit.com/r/Tailscale/comments/132uq4q/limiting_exit_node_use_to_specific_clients/?rdt=39246 6/6

https://www.reddit.com/posts/2023/april-29-1/
https://www.reddit.com/posts/2023/april-29-1/
https://www.reddit.com/posts/2023/april-29-1/
https://www.reddit.com/posts/2023/april-29-1/
https://www.reddit.com/posts/2023/april-29-1/
https://www.reddit.com/posts/2023/april-29-1/
https://www.reddit.com/posts/2023/april-29-1/
https://www.reddit.com/posts/2023/april-29-1/
https://www.reddit.com/posts/2023/april/
https://www.reddit.com/posts/2023/april/
https://www.reddit.com/posts/2023/april/
https://www.reddit.com/posts/2023/april/
https://www.reddit.com/posts/2023/april/
https://www.reddit.com/posts/2023/april/
https://www.reddit.com/posts/2023/april/
https://www.reddit.com/posts/2023/april/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.redditinc.com/policies/content-policy
https://www.reddit.com/policies/privacy-policy
https://www.redditinc.com/policies/user-agreement
https://redditinc.com/
https://www.reddit.com/r/techsupportgore/comments/1fnlbrx/i_installed_a_new_drive_and_its_not_booting/
https://www.reddit.com/r/techsupportgore/comments/1fnlbrx/i_installed_a_new_drive_and_its_not_booting/
https://www.reddit.com/r/techsupportgore
https://www.reddit.com/r/techsupportgore/comments/1fnlbrx/i_installed_a_new_drive_and_its_not_booting/
https://www.reddit.com/r/grafana/comments/1h0ysmi/help_getting_node_exporter_working_with_alloy/
https://www.reddit.com/r/grafana/comments/1h0ysmi/help_getting_node_exporter_working_with_alloy/
https://www.reddit.com/r/grafana
https://www.reddit.com/r/AlgorandOfficial/comments/1ikaxiw/node_and_internet_usage/
https://www.reddit.com/r/AlgorandOfficial/comments/1ikaxiw/node_and_internet_usage/
https://www.reddit.com/r/AlgorandOfficial
https://www.reddit.com/r/AlgorandOfficial/comments/1ikaxiw/node_and_internet_usage/
https://www.reddit.com/r/editors/comments/1g6at1f/client_asking_for_all_my_editing_assetsis_this/
https://www.reddit.com/r/editors/comments/1g6at1f/client_asking_for_all_my_editing_assetsis_this/
https://www.reddit.com/r/editors
https://www.reddit.com/r/RooCode/comments/1idwwlk/where_are_roocode_settings_stored/
https://www.reddit.com/r/RooCode/comments/1idwwlk/where_are_roocode_settings_stored/
https://www.reddit.com/r/RooCode
https://www.reddit.com/
https://www.reddit.com/login/

