
ACLs to restrict user (or group) to exit node only and nothing else
Question

After reading the docs it's still not clear to me how to accomplish the following:

I have two users with a single machine each join my tscale network. i set them up to use as exit nodes, and
this works fine.

I'd like to restrict those two users (and their machines) from being able to connect to any other machine on the
network. they should only be able to act as exit nodes.

how do I modify the default ACLs to accomplish this? It would be good to create a group to do so, so that I don't
need to modify the ACL further. I'd only add the user to the group exit_nodes_only.
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New to Reddit?

4 Reply

Remove the default rule that allows everyone to access everything. And start building your own. Something
like this might work, but you should read up on the 

{

// Declare static groups of users. Use autogroups for all users or users with a specifi

"groups": {

    "group:exit_nodes_only": [

        "someemail@somewhere.com",

         "anotheremail@somewhere.com",

     ],

},

"acls": [

//the admins of this tailnet can get everywhere

{"action": "accept", "src": ["autogroup:admin"], "dst": ["*:*"]},

//Admins and exit nodes only users can use exit nodes

{

"action": "accept",

"src":    ["autogroup:admin", "group:exit_nodes_only"],

"dst":    ["autogroup:internet:*"],

},

//people we share exit nodes with can use our exit nodes

{

"action": "accept",

"src":    ["autogroup:shared"],

"dst":    ["autogroup:internet:*"],

},

],

}

syntax

chaplin2 • 1y ago

3 Reply

1 more reply

It is worth mentioning that, when a peer exits through a node, with autogroup:internet, that peer will be
able to get to internet through that exit node, but otherwise cannot connect to that exit node.

Cool!
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• 3 mo. ago

Had a LIFT surgery 2 days ago

6 upvotes ·  12 comments

r/AnalFistula

• 2 mo. ago

A little over three months since nuss procedure.

9 upvotes ·  19 comments

r/PectusExcavatum

4

• 5 mo. ago

Double surgery. Any advice?

60 upvotes ·  12 comments

r/TripodCats

• 2 mo. ago

Considering ETS Surgery

9 upvotes ·  12 comments

r/Erythrophobia

• 3 mo. ago

9 months after ETS surgery. Update

31 upvotes ·  8 comments

r/Erythrophobia

• 3 mo. ago

I was told this would be impossible without surgery

46 upvotes ·  8 comments

r/Parkour

0:08

• 5 mo. ago

In disbelief that I need surgery?

r/LisfrancClub
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5 upvotes ·  27 comments

• 3 mo. ago

Normal behavior post op?

25 upvotes ·  10 comments

r/tripawds

• 2 mo. ago

lowercase exit sign in hospital

103 upvotes ·  19 comments

r/mildlyinteresting

• 1 yr. ago

How can I limit one user, using Group Policy, to not be able to open any other apps except the one that
is related for work?

106 upvotes ·  83 comments

r/sysadmin

• 4 mo. ago

What I did for the fracture

85 upvotes ·  15 comments

r/orthopaedics

2

• 4 mo. ago

Is there a supportive community that does not emphasize surgery?

28 upvotes ·  19 comments

r/Strabismus

• 4 mo. ago

Surgery tomorrow

63 upvotes ·  17 comments

r/tripawds

3

• 3 mo. ago

Surgery Tomorrow

47 upvotes ·  12 comments

r/PrayerRequests

• 2 mo. ago

Guide for pre/post op care

r/FTMHysto

2
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62 upvotes ·  5 comments

• 1 yr. ago

Computer groups in the ACL while still being assigned to users.

2 upvotes ·  2 comments

r/Tailscale

• 4 mo. ago

7 years out of hospital VS 1

642 upvotes ·  40 comments

r/gaybrosfitness

4

• 3 mo. ago

Inbody scan question.

150 upvotes ·  18 comments

r/gaybrosfitness

4

• 1 yr. ago

Removing local admin rights via intune - prompting user to be apart of the remote desktop users group.

3 upvotes ·  5 comments

r/Intune

• 1 yr. ago

NPS with EAP-TLS : Best way to revoke / block access to specific device(s)

2 upvotes ·  8 comments

r/sysadmin

• 6 mo. ago

No more tumor!

33 upvotes ·  16 comments

r/Prolactinoma

• 2 mo. ago

Surgery or no?

7 upvotes ·  19 comments

r/Endo

• 7 mo. ago

Physical Therapy is a Game Changer

29 upvotes ·  18 comments

r/OldManDad
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• 4 mo. ago

Still in remission

137 upvotes ·  41 comments

r/ashleycarnduff

• 1 yr. ago

"Allow connections within group" - disabling it does not take effect

1 upvote ·  8 comments

r/rustdesk
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