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ACLs to restrict user (or group) to exit node only and nothing else

After reading the docs it's still not clear to me how to accomplish the following:

| have two users with a single machine each join my tscale network. i set them up to use as exit nodes, and
this works fine.

I'd like to restrict those two users (and their machines) from being able to connect to any other machine on the
network. they should only be able to act as exit nodes.

how do | modify the default ACLs to accomplish this? It would be good to create a group to do so, so that | don't
need to modify the ACL further. I'd only add the user to the group exit_nodes_only.
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{
// Declare static groups of users. Use autogroups for all users or users with a specifi
"groups": {
"group:exit nodes only": [
"someemail@somewhere.com",
"anotheremail@somewhere.com",

]I

b,

"acls": [

//the admins of this tailnet can get everywhere

{"action": "accept", "src": ["autogroup:admin"], "dst": ["*:*"]},

//Admins and exit nodes only users can use exit nodes

{

"action": "accept",

"src": ["autogroup:admin", "group:exit nodes only"],
"dst": ["autogroup:internet:*"],

b,

//people we share exit nodes with can use our exit nodes
{

"action": "accept",

"src": ["autogroup:shared"],

"dst": ["autogroup:internet:*"],

b,

1,

}

© ¢ 4L O Reply

i chaplin2 - 1y ago

It is worth mentioning that, when a peer exits through a node, with autogroup:internet, that peer will be
able to get to internet through that exit node, but otherwise cannot connect to that exit node.

Cool!
¢ 3% O Reply

@ 1 more reply
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