
Any benefits running Plex behing a reverse proxy ?
Help

Hi

I know that for Jellyfin reverse proxy is a must to protect your network when remote streaming because Jellyfin
doesn't provides you the SSL and everything for HTTPS.

But for Plex, is there any benefits ?
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I'm currently using the inbuild-TLS for plex and it's working fine.

But having a reverse proxy is comfortable, like running plex on port 443 for remote connections. You can also
add tools like overserr to your domains with a reverse proxy server. These Tools don't have an inbuild-TLS,
so you have to use a reverse proxy for remote sharing anyways.

Also renewing certification automatically is easier with a reverse proxy, then doing it for plex only imo.

Some people say using a reverse proxy is safer, because you are hiding port 32400 (plex exclusiv). But more
people are scanning on port 443 for weaknesses. So being "safer" is very controversial...
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15 Reply Share

GladOS_null • 3y ago

5 Reply

Plex auto applies ssl if you use the custom URL option in networking ( :port). Plex will make a plex
direct domain with a lets encrypt cert automatically on any port. Just another option if you don't want to
use the default remote setup.

http://IP

Share

bobby_corwin • 3y ago

5 Reply

2 more replies

Is there an ELI5 for those of us who want to set something like this up, but don't speak networking? No
one else really uses my server expect me on my own network, but I don't really have anything set up
protection-wise.

Share

itsrumsey • 3y ago

7 Reply

1 more reply

But more people are scanning on port 443 for weaknesses. So being "safer" is very
controversial...

Because there will be fewer exploits found on an open source, time tested, single function proxy server
used by hundreds of millions of people than a closed source project that gets weekly updates like Plex.

Share

ckayfish • 3y ago

3 Reply

You can forward any external port you want directly to your PMS
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g33kb0y3a • 3y ago • Edited 3y ago

Log InSkip to main content

3/27/25, 10:22 PM Any benefits running Plex behing a reverse proxy ? : r/PleX

https://www.reddit.com/r/PleX/comments/st40zh/any_benefits_running_plex_behing_a_reverse_proxy/?rdt=33154 2/7

https://www.reddit.com/user/GladOS_null/
https://www.reddit.com/user/GladOS_null/
https://www.reddit.com/r/PleX/comments/st40zh/comment/hx1mb0e/
http://ip/
https://www.reddit.com/user/bobby_corwin/
https://www.reddit.com/user/bobby_corwin/
https://www.reddit.com/r/PleX/comments/st40zh/comment/hx2elgs/
https://www.reddit.com/user/itsrumsey/
https://www.reddit.com/user/itsrumsey/
https://www.reddit.com/r/PleX/comments/st40zh/comment/hx1mgg2/
https://www.reddit.com/user/ckayfish/
https://www.reddit.com/user/ckayfish/
https://www.reddit.com/r/PleX/comments/st40zh/comment/hx3jyxh/
https://www.reddit.com/user/g33kb0y3a/
https://www.reddit.com/user/g33kb0y3a/
https://www.reddit.com/r/PleX/comments/st40zh/comment/hx2lbqv/
https://www.reddit.com/
https://www.reddit.com/login/


12 Reply

There seems to be a lot of confusion surrounding security and what people are expecting in terms of security.

TLS is session security, in terms of making it difficult to determine the contents of the communication session
- http in this case.

Cloudflare security is mainly the protection against DDoS attacks.

TLS and Cloudflare will not protect against any plex server vulnerabilities. That said, to date aside from plex
being used as a vector for reflection/amplification attacks last year, the security posture of the plex media
server has been stellar.

It should also be added that using Cloudflare for plex streaming is against their Terms of Service (Section 2.8)
and they will terminate any accounts found to be performing such activity.

https://www.cloudflare.com/terms/

So, back to your original question; I have been running my plex server on TCP 32400 fore more than six
years now, I am on a Gigabit fibre connection, and I have not noticed any sort of issues at all.

I have regular monitoring and alerting in place using Netdata and Nagios. In the past six years, the only issue
I have observed is Philipps Hue misbehaving, which was quite easy to solve with my PiHole.

https://www.netdata.cloud/

https://www.nagios.org/

https://pi-hole.net/

Share

martins_m • 3y ago

5 Reply

There's at least one benefit - traffic will go through standard https 443 port, and not custom 32400. Some
hotels, AirBnB's, venues or other places may block non-standard port destinations. So Plex to your server in
such places won't work with 32400 port. But standard https 443 port with your reverse-proxy will work just
fine.

Share

regypt • 3y ago

3 Reply

8 more replies

If I run Plex behind an nginx proxy server on a subdomain (like plex.mymediadomain.com) can I close port
32400 and just advertise 443?
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Log InSkip to main content

3/27/25, 10:22 PM Any benefits running Plex behing a reverse proxy ? : r/PleX

https://www.reddit.com/r/PleX/comments/st40zh/any_benefits_running_plex_behing_a_reverse_proxy/?rdt=33154 3/7

https://www.reddit.com/user/martins_m/
https://www.reddit.com/user/martins_m/
https://www.reddit.com/r/PleX/comments/st40zh/comment/hx2vvt2/
https://www.reddit.com/user/regypt/
https://www.reddit.com/user/regypt/
https://www.reddit.com/r/PleX/comments/st40zh/comment/hx1s34n/
https://www.reddit.com/
https://www.reddit.com/login/


New to Reddit?
Create your account and connect with a world of communities.

Continue With Phone Number

By continuing, you agree to our User Agreement and acknowledge that you understand the Privacy Policy.

You might also like

Plex reverse proxy

3 upvotes ·  79 comments

Plex won't load under nginx reverse proxy.

2 upvotes ·  20 comments

Plex nginx Reverse Proxy Setup

16 comments

Plex considers remote traffic via my reverse proxy to be "local traffic"

9 upvotes ·  29 comments

Nginx Proxy Manager reverse proxy

6 upvotes ·  22 comments

Reverse proxy safety

1 upvote ·  4 comments

Continue with Google

Continue with Email

r/PleX • 1 yr. ago

r/PleX • 2 yr. ago

r/PleX • 1 yr. ago

r/PleX • 1 yr. ago

r/PleX • 4 yr. ago

r/PleX • 4 mo. ago

r/PleX • 2 yr. ago

Log InSkip to main content

3/27/25, 10:22 PM Any benefits running Plex behing a reverse proxy ? : r/PleX

https://www.reddit.com/r/PleX/comments/st40zh/any_benefits_running_plex_behing_a_reverse_proxy/?rdt=33154 4/7

https://www.reddit.com/register/
https://www.reddit.com/login/
https://www.redditinc.com/policies/user-agreement
https://www.redditinc.com/policies/privacy-policy
https://www.reddit.com/r/PleX/comments/175ogux/plex_reverse_proxy/
https://www.reddit.com/r/PleX/comments/119e3r2/plex_wont_load_under_nginx_reverse_proxy/
https://www.reddit.com/r/PleX/comments/18mjiqf/plex_nginx_reverse_proxy_setup/
https://www.reddit.com/r/PleX/comments/18yms3j/plex_considers_remote_traffic_via_my_reverse/
https://www.reddit.com/r/PleX/comments/offhpl/nginx_proxy_manager_reverse_proxy/
https://www.reddit.com/r/PleX/comments/1h5y9tf/reverse_proxy_safety/
https://www.reddit.com/r/PleX/comments/158jds3/remote_access_to_plex_any_clientless_method_to_do/
https://www.reddit.com/r/PleX
https://www.reddit.com/r/PleX
https://www.reddit.com/r/PleX
https://www.reddit.com/r/PleX
https://www.reddit.com/r/PleX
https://www.reddit.com/r/PleX
https://www.reddit.com/r/PleX
https://www.reddit.com/
https://www.reddit.com/login/


Remote access to Plex, any client-less method to do it without port-forwarding?

1 upvote ·  24 comments

Plex with Nginx - Better performance and everything in one place

239 upvotes ·  153 comments

Where to start with a Plex server?

22 comments

Standard port vs non standard port vs reverse proxy vs vpn vs lan only

1 upvote ·  19 comments

3 basic questions about Remote Access + NGINX reverse proxy with custom domain name

23 upvotes ·  35 comments

Best way to run a plex server?

10 upvotes ·  70 comments

Plex Server Nginx Reverse Proxy configuration

34 upvotes ·  58 comments

Plex Server - Remote Access no longer works

7 upvotes ·  27 comments

Installed a Plex Server a few months ago and finally have it running smooth. Now I'm looking for
recommendations.

68 upvotes ·  83 comments

What is everybody using as hardware for their Plex Server?

142 upvotes ·  709 comments

r/PleX • 8 yr. ago

r/PleX • 3 mo. ago

r/PleX • 3 mo. ago

r/PleX • 2 yr. ago

r/PleX • 1 mo. ago

r/PleX • 6 days ago

r/PleX • 3 mo. ago

r/PleX • 2 mo. ago

r/PleX • 3 mo. ago

Log InSkip to main content

3/27/25, 10:22 PM Any benefits running Plex behing a reverse proxy ? : r/PleX

https://www.reddit.com/r/PleX/comments/st40zh/any_benefits_running_plex_behing_a_reverse_proxy/?rdt=33154 5/7

https://www.reddit.com/r/PleX/comments/158jds3/remote_access_to_plex_any_clientless_method_to_do/
https://www.reddit.com/r/PleX/comments/5ni728/plex_with_nginx_better_performance_and_everything/
https://www.reddit.com/r/PleX/comments/1hhs0uk/where_to_start_with_a_plex_server/
https://www.reddit.com/r/PleX/comments/1hqdocz/standard_port_vs_non_standard_port_vs_reverse/
https://www.reddit.com/r/PleX/comments/12ntawm/3_basic_questions_about_remote_access_nginx/
https://www.reddit.com/r/PleX/comments/1in1mtu/best_way_to_run_a_plex_server/
https://www.reddit.com/r/PleX/comments/1jgsfzt/plex_server_nginx_reverse_proxy_configuration/
https://www.reddit.com/r/PleX/comments/1hjuaoe/plex_server_remote_access_no_longer_works/
https://www.reddit.com/r/PleX/comments/1ilho73/installed_a_plex_server_a_few_months_ago_and/
https://www.reddit.com/r/PleX/comments/1hyi9x4/what_is_everybody_using_as_hardware_for_their/
https://www.reddit.com/r/PleX
https://www.reddit.com/r/PleX
https://www.reddit.com/r/PleX
https://www.reddit.com/r/PleX
https://www.reddit.com/r/PleX
https://www.reddit.com/r/PleX
https://www.reddit.com/r/PleX
https://www.reddit.com/r/PleX
https://www.reddit.com/r/PleX
https://www.reddit.com/
https://www.reddit.com/login/


How are you backing up you Plex database?

157 upvotes ·  312 comments

What OS do you all use for your Plex servers? Having some trouble with Debian based Linux and
wanting to try something better

8 upvotes ·  228 comments

Yet another cyber insurance question. Is Microsoft enough or do I move to Duo?

1 upvote ·  25 comments

Webserver setup (pre-sanity check)

2 upvotes ·  5 comments

Intimate updates between a human and debian servers?

7 upvotes ·  31 comments

Running Plex from a NAS.

36 upvotes ·  59 comments

For Newbie - What is Plex?

16 comments

I moved my Plex Server install!

217 upvotes ·  81 comments

Plex playback issues?

10 upvotes ·  7 comments

r/PleX • 2 mo. ago

r/PleX • 2 mo. ago

r/sysadmin • 3 yr. ago

r/homelab • 3 yr. ago

r/debian • 3 yr. ago

r/PleX • 2 mo. ago

r/PleX • 3 mo. ago

r/PleX • 4 mo. ago

r/PleX • 1 mo. ago

Log InSkip to main content

3/27/25, 10:22 PM Any benefits running Plex behing a reverse proxy ? : r/PleX

https://www.reddit.com/r/PleX/comments/st40zh/any_benefits_running_plex_behing_a_reverse_proxy/?rdt=33154 6/7

https://www.reddit.com/r/PleX/comments/1ilvlzt/how_are_you_backing_up_you_plex_database/
https://www.reddit.com/r/PleX/comments/1i73ife/what_os_do_you_all_use_for_your_plex_servers/
https://www.reddit.com/r/sysadmin/comments/snm3j5/yet_another_cyber_insurance_question_is_microsoft/
https://www.reddit.com/r/homelab/comments/s69tm1/webserver_setup_presanity_check/
https://www.reddit.com/r/debian/comments/shau3j/intimate_updates_between_a_human_and_debian/
https://www.reddit.com/r/PleX/comments/1i157cm/running_plex_from_a_nas/
https://www.reddit.com/r/PleX/comments/1hhbx3n/for_newbie_what_is_plex/
https://www.reddit.com/r/PleX/comments/1h9uxi0/i_moved_my_plex_server_install/
https://www.reddit.com/r/PleX/comments/1ipq4f9/plex_playback_issues/
https://www.reddit.com/r/PleX
https://www.reddit.com/r/PleX
https://www.reddit.com/r/sysadmin
https://www.reddit.com/r/homelab
https://www.reddit.com/r/debian
https://www.reddit.com/r/PleX
https://www.reddit.com/r/PleX
https://www.reddit.com/r/PleX
https://www.reddit.com/r/PleX
https://www.reddit.com/
https://www.reddit.com/login/


Related discussion

TOP POSTS

Reddit

reReddit: Top posts of February 15, 2022

Reddit

reReddit: Top posts of February 2022

Reddit

reReddit: Top posts of 2022

Reddit Rules Privacy Policy User Agreement Reddit, Inc. © 2025. All rights reserved.

Best Proxy Server

Log In

3/27/25, 10:22 PM Any benefits running Plex behing a reverse proxy ? : r/PleX

https://www.reddit.com/r/PleX/comments/st40zh/any_benefits_running_plex_behing_a_reverse_proxy/?rdt=33154 7/7

https://www.reddit.com/posts/2022/february-15-1/
https://www.reddit.com/posts/2022/february-15-1/
https://www.reddit.com/posts/2022/february-15-1/
https://www.reddit.com/posts/2022/february-15-1/
https://www.reddit.com/posts/2022/february-15-1/
https://www.reddit.com/posts/2022/february-15-1/
https://www.reddit.com/posts/2022/february-15-1/
https://www.reddit.com/posts/2022/february-15-1/
https://www.reddit.com/posts/2022/february/
https://www.reddit.com/posts/2022/february/
https://www.reddit.com/posts/2022/february/
https://www.reddit.com/posts/2022/february/
https://www.reddit.com/posts/2022/february/
https://www.reddit.com/posts/2022/february/
https://www.reddit.com/posts/2022/february/
https://www.reddit.com/posts/2022/february/
https://www.reddit.com/posts/2022/
https://www.reddit.com/posts/2022/
https://www.reddit.com/posts/2022/
https://www.reddit.com/posts/2022/
https://www.reddit.com/posts/2022/
https://www.reddit.com/posts/2022/
https://www.reddit.com/posts/2022/
https://www.reddit.com/posts/2022/
https://www.redditinc.com/policies/content-policy
https://www.reddit.com/policies/privacy-policy
https://www.redditinc.com/policies/user-agreement
https://redditinc.com/
https://www.reddit.com/klp/best-proxy-server/
https://www.reddit.com/
https://www.reddit.com/login/

