
New to Zerotier. How do I assign an "exit node"?
Question

I tried Tailscale recently and it has a neat function, it let's you specify which device on your Tailscale network to
route internet traffic to.

I couldn't find an option to do this on Zerotier, how can I achieve this?

My use case:

I have a PC on NETWORK1 that I want to use remotely, I want my traffic to pass through that PC then onto
NETWORK1 as it were originated from that PC. Then I want it to return to me on an Android phone or another PC
located somewhere else outside of NETWORK1. Why? I just need to access some of our resources (mostly
websites) that are restricted to NETWORK1.

The PC on NETWORK1 sits behind a NAT, so DDNS is out of the question. In addition, port forwarding is out of
my control So that what lead me to find out about Zerotier and Tailscale I couldn't get Tailscale to work completely
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1 Reply

On the client on your end you would set up a route in the OS routing table using the route  command* that
sends traffic to certain hosts (or all hosts by setting up a default route) via a certain Zerotier IP as gateway.

On that gateway PC you would have to set up routing and NAT manually, Zerotier does not handle that.

* You might be able to use Zerotier managed routes for this as well.

MalcolmY OP • 3y ago

1 Reply

4 more replies

On the Zerotier routing I used:

0.0.0.0/0 as the destination

172.24.0.2 as the gateway (PC's IP in my zerotier network)

Now, I can ping the PC from my Android, but I can browse any website. What am I missing?

crackanape • 3y ago

1 Reply

Go to the zerotier web interface for your network and add a route with destination 0.0.0.0/0 with the gateway
being the zerotier IP of the exit node.

Then on any other device in the same zerotier network, select "allow default router override" using the GUI or
CLI.

Should be as simple as that.

You can turn "allow default router override" on and off on each device as/when you prefer.

MalcolmY OP • 3y ago

1 Reply

4 more replies

Thank you. So i did just that (except allow default router override, because I it doesn't exist on the android
app) and I can ping the PC from my android.

However, on the android I can't open any website. Any ideas?

joel_122002 • 8mo ago

Hey were you able to get the VPN working with a windows host? If so can you share the steps or relevant
resouces? I found one for a linux host but I'm clueless how to get it to work with a windows host

Here's how you do it for a linux host
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nothing better than finding an 'easy' feature that turns out to be notably not easy...
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aww man whats wrong with my mod?
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Help please
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Just learned about the mods, now I'm paranoid.
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im trying to dock but cant, someone suggested mods to fix this issue, does anyone have
any suggestions
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