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If you have your own router with OpenWrt software, you have probably thought more than once
about how to set up a VPN server on it so that you can connect to your local network from outside
your home/office and have access to local data, such as a network drive or printer.

In the case of OpenWrt, if you start looking for information about VPN, you will immediately come
across information about OpenVPN.

Initially I thought about creating a post about installing OpenVPN on a router with OpenWrt,
however, the further into the forest, the more trees. The configuration can and starts off simple. You
can even add an interface from the browser, however, everything is far from simple and clear. Being
halfway through my post, I realized that further creation of it will introduce more complications than
I initially assumed. At this point I remembered about WireGuard.

Both OpenVPN and WireGuard are not available by default on operating systems (Windows,
macOS, as well as Android or iOS). In both cases, you must use a dedicated application to connect.

WireGuard won over OpenVPN for me because it is much easier to set up and manage. It is also
much faster, offers a higher level of security and, in the case of mobile devices, does not eat up our
battery like OpenVPN does.

VPN Ranks ↗ has put together a comprehensive comparison of both solutions, so if
you’re interested, I refer you to it.

While in the case of OpenVPN, you had to execute a series of commands related to setting up the
server from the SSH terminal, in the case of WireGuard, we can set up our server with its minimal
use and do the rest via a web browser. All in a user-friendly way.

So let’s get started…

WireGuard and OpenWrt (Server)

First, we need to install a few packages for WireGuard itself and those that add the ability to
manage it from a web browser.

From the SSH connection to our router, we issue the following commands.

To update package information:

Copy
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opkg update

And to install the packages we execute the following command:

Copy

opkg install luci-app-wireguard luci-proto-wireguard kmod-wireguard wireguard-tools

We can also do this from a web browser by logging into our router and going to System > Software

And so for the luci-app-wireguard luci-proto-wireguard kmod-wireguard wireguard-
tools packages we click on the Install buttons.
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If you do not see the appropriate packages after entering wireguard in the search bar, click the
Update list button to update the information on available packages (required after every router
startup).

Since WireGuard uses kernel-level elements for its functionality, we need to restart our router for
everything to load correctly at this stage

Copy

reboot

Do not proceed if you have not restarted your router after installing the packages.

Before we go any further, we need to create a unique key for our server, which will be necessary to
establish a connection, and a key for the first client (called peer).
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We create a folder to store the server key

Copy

mkdir -p /etc/wireguard

We generate the server key

Copy

wg genkey | tee /etc/wireguard/server-privatekey | wg pubkey > /etc/wireguard/server-

publickey

We generate the first client key

Copy

wg genkey | tee client1-privatekey | wg pubkey > client1-publickey

Now we can move on.

The next step is to create a WireGuard interface from the browser, similarly to how we set up a lan0,
wan0 connection or other router network settings.

We go to Network > Interfaces and add a new interface using the Add new interface button
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We name our interface e.g. wg0 and as the protocol we choose WireGuard VPN. Click on Create
interface.

In the next step we will need some information.

First, we will see a red highlighted field with the missing key.

From the terminal we read the private key of our server:

Copy

tail /etc/wireguard/server-privatekey

We copy the key and paste it on the browser side.

The port (Listen port) on which WireGuard will listen is set according to our preferences, e.g. 1234.
Otherwise, the program will select a random port every time our router starts, and this may later
have a different effect on the configurations in the devices from which we will connect.
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Next, we enter the local IP address of our server. Here we don’t have to worry about this address
being the same as our local network. At a later stage, we will set it up so that we can connect to
local addresses, which by default will be in the range of 192.168.0.x

In my case I chose to enter 10.0.0.1/24.

Then go to the Firewall Settings tab.

From the Create / Assign firewall-zone item we select our LAN network, thanks to which we will be
able to see and connect to our devices in the local network.

In the last tab Peers we set our clients that can connect to the server. Here we will need the client
key that we generated earlier.

So in the name field, we enter e.g. client1.

In the Public Key field we paste the client key, which we can read from the terminal using the
command:

Copy

tail client1-publickey

Next, Allowed IPs we enter a static address that will be used by our client, which is analogous to
the IP address of our server (10.0.0.1/24). In my case it will be 10.0.0.2/32.

Notice that on the router side, our client’s address is in the /32 mask.

We also check Route Allowed IPs.

If we have more than one internet connection set up using mwan3 (as described in
post: Adding a second internet connection to a router with OpenWrt) leave Route
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Allowed IPs NOT checked.

And in Persistent Keep Alive we enter the value 25.

Select Save and then Save & Apply again.
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And so we have a WireGuard-based VPN server running.

If at a later stage we will add new clients (Peers), we must also remember to restart the WireGuard
server using the Restart button.

To check the status of our server, go from the browser to Status > Wireguard.
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On this page we will see our public key, which we will need in the next step, and the port (Listen
Port) on which the service is running.
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As you can see here, our router supports configuration exchange (client setup) using QR codes. If
you want to play with this, you need to install a package on your router:

Copy

opkg install qrencode

From what I’ve noticed, the QR code doesn’t pass on all the necessary data to the configuration, so
we have to change it a bit anyway, so in this case I left it alone.

In order to connect to our router via port 1234/udp, we need to allow it from the firewall level. To do
this, we add the following commands from the terminal:

Copy

uci add firewall rule

uci set firewall.@rule[-1].src="*"

uci set firewall.@rule[-1].target="ACCEPT"

uci set firewall.@rule[-1].proto="udp"

uci set firewall.@rule[-1].dest_port="1234"
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uci set firewall.@rule[-1].name="Allow-Wireguard-Inbound"

uci commit firewall

Of course, port 1234 is as we selected earlier.

Then we restart the firewall

Copy

/etc/init.d/firewall restart

We can also do this from the browser, then go to Network > Firewall

In the Traffic Rules tab, we add a new rule using the Add button at the bottom of the page. We add
our rule similarly to the screenshots below.
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If we want to add IPv6 support on the server and client side, in addition to the server address
10.0.0.1/24 we also add fd86::1/64 at the appropriate stage of the configuration.

Similarly, for client (Peer) we add at 10.0.0.2/32 also fd86::2/128.

Notice that on the router side, our client’s address is in the mask /32 (for IPv4) and
/128 (for IPv6).

WireGuard and OpenWrt (Client)

It’s time to set up the client (peer), i.e. the device that will connect to our server.

I will describe it using the iPhone (iOS) app as an example. In other operating systems the setting is
analogous.

Download the WireGuard application from AppStore↗.

Similarly, when it comes to Play Store↗.

After starting the application, click on the Add a tunnel button.
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Since we are starting from scratch, we choose Create from scratch
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And so we begin entering our configuration, starting with:

Name: test

Private key: {paste}

This is our client1-privatekey generated at the beginning:

Copy
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tail client1-privatekey

As you will notice, the Public key field will be automatically filled in. We can verify this with what we
generated at the beginning:

Copy

tail client1-publickey

Addresses: 10.0.0.2/24

Here we enter the client IP address, which we also set on our server side. If we added IPv6 support,
we enter 10.0.0.2/24, fd86::2/64

DNS servers: 192.168.1.1

Where 192.168.1.1 is the local IP address of our router.

If you want your device to send DNS requests from your internet connection rather
than through your router, you can skip this option.

So we’ve added the client keys. Now we need to add information about the server we’ll be
connecting to.

Next, click on Add peer to add information about our server.

In the public key field we enter the key of our server, which we can read from the terminal:

Copy

tail /etc/wireguard/server-publickey

Endpoint: [externalIP]:[port]

If our router has a permanent, external IP address, we enter it here and specify the port (previously
set) through which the connection will take place. For example: 123.34.45.56:1234, where
123.34.45.56 is the IP address, 1234 is our port.

In the Allowed IPs field: 0.0.0.0/0

This will allow us to see devices on the local network.
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If we added IPv6 support, we enter 0.0.0.0/0, ::/0

Persistent keepalive: 25

Then we save our configuration.

At this stage, our phone will ask if it is possible to add the VPN configuration to the settings, which
we of course allow.

If we did everything correctly, all that’s left is to make the connection and everything should work.
To check this, go to Settings of the WireGuard program on our device and click on the View log
option, where we should see if everything works.
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We also open our browser and enter myip in Google and check if it returns the same as when we
are connected to our local network.
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On our router side, from the browser level we can also see in WireGuard Status that our connection
is working and data is traveling between devices.

If something is not working, we need to check whether our Firewall on the router is configured
correctly (see above) and whether we have entered the correct keys everywhere.

In order not to have to enter everything from scratch every time we set up our device to connect to
WireGuard, we can save our configuration to a file from the Settings level. When reconfiguring, we
can import these settings.

Adding additional clients (Peers) is done analogously, by generating keys:

Copy

wg genkey | tee client2-privatekey | wg pubkey > client2-publickey

Then, in the wg0 interface settings we add another Peer.

Let’s not forget to save our settings and reset our interface.
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And that would be all.

Before we go any further, it is a good idea to save server-privatekey and server-publickey
somewhere safe, along with the client keys client1-privatekey and client1-publickey.

Adding another client (peer)

Although adding another client is analogous, I have received questions on how to do it, which is
somewhat understandable. A small error in keys and IP addresses can cause one client (peer) to
work and another not.

When adding more clients, remember that the private key (Private Key) and public key (Public Key)
for the server have already been generated and set in our virtual interface (wg0), so we don’t have
to generate it again. The entire method involves generating keys for a new user, adding them to the
WireGuard interface (wg0) on the router side, and configuring the client software accordingly.

Here’s how, with the first client (peer) set up, I added another one.

We start by generating keys for the new client from the SSH level of our router.

Copy

wg genkey | tee client2-privatekey | wg pubkey > client2-publickey

We add the client (peer) and keys to the router configuration.

We go to Network > Interfaces and edit our wg0 interface.
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In the next step, we go to the Peers tab. Since the first client is already set up, we scroll down the
page and click on the Add peer button.
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Similarly as before, we set Description (client2) and in the Public Key field we paste the newly
generated key, which we read with the command:

Copy

tail client2-publickey

In the Allowed IPs field enter the next free IP address:

Copy

10.0.0.3/32

fd86::3/128 (if we also add IPv6)

Notice that on the router side, our client’s address is in the mask /32 (for IPv4) and
/128 (for IPv6).

Let’s check Route Allowed IPs (if we only have one Internet connection) and enter the value 25 in
Persistent Keep Alive.
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Then we save our settings and at the next stage we confirm the changes made to the configuration
by clicking on Save & Apply.

Now we need to restart the wg0 interface using the Restart button.

We can check if everything is working and if the new client (peer) has been added correctly by going
to Status > WireGuard Status. We should see our server’s public key there (in the Configuration
item) and both peers.
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Now we move on to setting the client in the application.

For iOS applications, we select Create from scratch, similarly to the first example above.

We enter name as client2 and paste Private key which we read from the terminal:

Copy

tail client2-privatekey

Public key, similarly to the first example, should be automatically completed and should be the
same as:

Copy

tail client2-publickey

In the Addresses field we put

Copy

10.0.0.3/24
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or with IPv6

Copy

10.0.0.3/24, fd86::3/64

DNS servers: 192.168.1.1

Next, click on Add peer to add information about our server.

Here we repeat everything as in the first example.

Copy

tail /etc/wireguard/server-publickey

Same Endpoint, Allowed IPs and Persistent keepalive.

However, as I have noticed, not every app has the ability to set everything up from scratch. In the

case of WireGuard on macOS ↗, the number of options is limited to importing settings or adding an
empty tunnel Add empty tunnel.
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After clicking Add empty tunnel we will see a configuration file containing the generated public key
and private key.
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We can use these keys by adding them to our interface in the Peers tab or by changing the Private
key to a previously generated key:

Copy

tail client2-privatekey

We will see that Public key will also change.

That’s not all!

For the iOS app, we have also introduced our server’s Public key, client IP address (Addresses),
name server (DNS servers), Endpoint, Allowed IPs and Persistent keepalive.

Here we need to do it more manually. Our configuration will look like this:
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After pressing the Save button, macOS will ask you to add the appropriate VPN profile to the
configuration.

And so, all we have to do is test whether everything works by clicking the Activate button.
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If we did everything correctly, we should connect without any problems and everything should start
working.

I hope this helps you when adding additional clients (peers).

WireGuard and IPv6 Tunnel

If you’ve added an IPv6 connection to your Internet connection (which doesn’t natively support it)
via a tunnel using Hurricane Electric Free IPv6 Tunnel Broker, as I did in the post Adding an IPv6
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tunnel to a router with OpenWrt, you’re probably wondering how to configure the WireGuard server
to support this solution.

The above description adds support for local IPv6, which works within the router, but does not
support outgoing traffic (to the Internet), even when IPv6 is available. All traffic is therefore carried
out exclusively using IPv4.

You can check this by visiting https://test-ipv6.com/ ↗ from your local network after connecting to
WireGuard.

Yes, there is a possibility of adding IPv6 support! Which of course we will do!

The advantage of this solution is that not only will we be seen on the Internet using the router’s
external IP address (IPv4), but we can also assign an external, individual IPv6 address directly to
our device connected to the VPN!

Although each WireGuard client on the Internet will be seen under one IP in version 4 (IPv4), in
version 6 (IPv6) each device will have an individual address! All the magic of IPv6 (no need for port
forwarding, etc.).

First we need to change the IPv6 settings we have entered, so where we have fd86:: we need to
replace it so that it matches our WAN6 interface prefix. We need to do this both on the router side,
in the WireGuard server configuration and in the Peer settings, as well as on the client side
(configuration file).

In the case of the server (including client settings - Peers - on the server side), we make changes via
a web browser and then restart our wg0 interface.

In the case of clients (Peers), we make changes in the configuration file and then import it to the
application, or we edit each profile separately on each device.

To maintain consistency with the current IP address configuration, i.e. 10.0.0.1 for the server and
subsequent numbers for clients, we will build the IPv6 address on the same principle.

Using IPv4 to IPv6 calculator ↗ for 10.0.0.1 we get for example:

Copy

0:0:0:0:0:ffff:a00:1

We will change the first 4 zeros (0:0:0:0:) to the network prefix we received for our tunnel ↗.
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For example, if we received in Routed IPv6 Prefixes something like this:

Copy

2001:470:____:5cb::/64

Start - The prefix 2001:470:____:5cb: will be constant, and each local address will get 0:ffff:a00:1,
with the last digit changing. 1 for the server, 2 for the first client, and so on.

And so, we change the server settings fd86::1/64 to 2001:470:____:5cb:0:ffff:a00:1/64

For the first Peer fd86::2/128 to 2001:470:____:5cb:0:ffff:a00:2/128

On the client side, in the WireGuard application, for the first client where we have: 10.0.0.2/24,
fd86::2/64 change to 10.0.0.2/24, 2001:470:____:5cb:0:ffff:a00:2/64

Item :____: has been censored of its full (current) prefix.

0:ffff:a00:1 is an example address and I recommend not using it, but choosing your
own unique one. If you are not sure whether the address you have chosen is correct,

validate it along with the prefix using, for example, this tool ↗.

If we did everything correctly, then after connecting to the VPN and going to the website

https://test-ipv6.com ↗ we will get a result of 10/10.

Additionally, if we have Secure DNS set, the https://1.1.1.1/help ↗ page will also return in
Connectivity to Resolver IP Addresses the availability of DNS addresses from the IPv6 level.
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Regards.

Credits: Birkhoff Lee↗
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