
Enabling SSL confusion
waiting for op

Hi,

I'm trying to enable SSL on Sonarr using a certificate signed by my local CA. (Before everyone tells me to reverse
proxy/lets encrypt.. I want SSL enabled on my local network)

I have SSL working with local certs on radarr, which has a GUI option for uploading a cert.

Sonarr doesn't have this option. When I click "Enable SSL" I don't see any option to upload my certifcate. Reading
the wiki ( ) I see I have to use a cert hash. So I generated a cert hash
from my .crt using openssl x509 -noout -fingerprint -sha256 -inform pem -in sonarr.crt  and
manually edit config.xml <SslCertHash> field with this value.

This doesn't work.. I tried the cert hash separated by ":" (the default output from openssl), separated by " " (the
default on windows apparently) and with no separation Nothing works
Read more
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5

(Before everyone tells me to reverse proxy/lets encrypt.. I want SSL enabled on my local network)

Using a LetsEncrypt cert doesn't prevent this, this is how I'm setup. You just need to enable hairpin NAT at
your router, so that the request for your own public IP coming from behind the firewall is directed properly. It's
a better setup too, because then you don't have to dink around with certificate validity from outside your local
network, assuming you ever connect that way.

Unable_Ordinary6322 • 2y ago

1

1 more reply

I think they are trying to secure their internal network communications to prevent bad actors intercepting
traffic if someone were to gain access somehow.

clintkev251 • 2y ago

0

I’m going to still recommend a reverse proxy. Even if you only plan on connecting locally, one of the huge
benefits of a reverse proxy is simplifying and automating certificate provisioning and renewals. It will work just
great on your local network if you set up some local DNS provider like unbound, pihole, Adguard etc. as well
as being great for managing traffic from the internet.

AutoModerator MOD • 2y ago
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Best Practices for Enabling SSH? (Sudo; Interfaces)

4 upvotes ·  10 comments

1

Hi u/Lunarghini -

There are many resources available to help you troubleshoot and help the community help you. Please
review this comment and you can likely have your problem solved without needing to wait for a human.

Most troubleshooting questions require debug or trace logs. In all instances where you are providing
logs please ensure you followed  to ensure your logs are what are needed for
troubleshooting.

Logs should be provided via the methods prescribed in the wiki article. Note that Info  logs are rarely helpful
for troubleshooting.

Dozens of common questions & issues and their answers can be found on our .

Please review our troubleshooting guides that lead you through how to troubleshoot and note
various common problems.

If you're still stuck you'll have useful debug or trace logs and screenshots to share with the humans
who will arrive soon. Those humans will likely ask you for the exact same thing this comment is asking..

Once your question/problem is solved, please comment anywhere in the thread saying '!solved' to change the
flair to solved .

I am a bot, and this action was performed automatically. Please  if
you have any questions or concerns.

the Gathering Logs wiki article

FAQ

Searches, Indexers, and Trackers - For if something cannot be found

Downloading & Importing - For when download clients have issues or files cannot be imported

contact the moderators of this subreddit

Continue with Google

Continue with Email

r/OPNsenseFirewall • 3 yr. ago
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Database is locked

4 upvotes ·  23 comments

Attempting to use set up hidden server with SSL enabled (HTTPS).

6 upvotes ·  2 comments

This is driving me nuts, my webbrowser does not respect my custom cursor. How do I fix
this?

32 upvotes ·  17 comments

What happened here? Too much users? DDoS? Both?

159 upvotes ·  58 comments

Installation went... Wrong?

60 upvotes ·  6 comments

It's always DNS, even if it absolutely shouldn't be.

470 upvotes ·  44 comments

Unexpected API Response errors

9 upvotes ·  8 comments

Can someone implement this in a web extension? 1288

1.3K upvotes ·  46 comments

Will trash guides improve my experience?

r/sonarr • 7 mo. ago

r/i2p • 3 yr. ago

r/arch • 2 mo. ago

0:07

r/DeepSeek • 1 mo. ago

r/softwaregore • 26 days ago
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