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How to set up a no internet access VLAN for IP Cameras

This is my setup currently: network diagram

Hardware:

e Serveris a Asrock N100DC-ITX with 8GB RAM and a Gigabit Intel NIC in the PCle slot
o Switch is a TP-Link TL-SG1016PE
o Camera is a Hikvision DS-IPC-T14HV3-LA

Software:
I'm running Ubuntu 22.04.3 on the server with Frigate running on a docker container.

My objective is to make sure the camera cannot access the internet.
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i PistolaPeteUK - 1y ago

You appear to be using the same /24 network across both VLANS? If so, the Frigate server isn't going to
know which NIC is on which VLAN.

Change the addresses in VLANZ2 to 192.168.2.x/24 and try again.
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