
Routing all my internet traffic through a VPN
I just started with my home server, so I'm relatively new to all this. I currently have PiHole running on my server so
all of the ads on my network get stopped there. I also have Wireguard in case I need to connect into my network
remotely (but that's very rare). I was wondering if there's a way to also route my entire network through a VPN (I
currently use Surfshark but I can always change providers). Basically, I'd like to have all my traffic on the network
go through an external VPN to hide my traffic from my ISP, and then have everything go through PiHole before it
goes to my devices to continue blocking ads. I'd also like to be able to turn the VPN on and off via my home server
(Ubuntu) if that's possible. Any advice is greatly appreciated!
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do you use docker containers? if so, look into gluetun, it’s designed so you can pick which containers run all
their traffic through a vpn tunnel, slightly more elegant than doing all your traffic
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Get a router that supports VPN client.

Firewalla

Opnsense

OpenWRT

Sophos

IPFire.

Don't get Pfsense

baser_____ • 1y ago

2 Reply

2 more replies

Why not pfSense?

Own_Goose3837 • 1y ago
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I would put the above mentioned firewall before your router and use your router just as a switch. It
does not take a lot to run those firewall. It should run on any i3 3gen and you would need it to
have two Ethernet. So I would get a intel NIC.

I would also add MikroTik to this list.

bigmoist469 OP • 1y ago

1 Reply

1 more reply

Is there a way to do this through the home server though? Or do I have to use the router itself?

[deleted] • 1y ago

0 Reply

1 more reply

Does TP Link Qualify?

[deleted] • 1y ago
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Do I need a VPN for my entire home Internet traffic?

5 upvotes ·  22 comments

VPN or Not YPN?

6 upvotes ·  9 comments

Routing all your traffic through VPN seems unnecessary, but if privacy is important to you and you already
run a small server, you should look into TOR and maybe become a knot yourself. It is even more private than
a VPN, in which case your connection data will be with the provider of the VPN instead of your ISP.

For "normal" everyday use a app or a browser plugin should provide sufficient privacy. Or the TOR Browser.

redmadog • 1y ago

1 more reply

Unless you live in China under the great firewall, you don’t want to route all your traffic trough VPN. It will
slow it down considerably. You want to route only some certain (illegal) traffic trough VPN, such as torrent.

ndw_dc • 1y ago

It depends on what your internet speed is and what speed you actually need, vs the level of privacy you
need.

Continue with Google

Continue with Email

r/VPN • 2 mo. ago

r/vSeeBox_Support_Gurus • 5 mo. ago
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Reliable VPN provider?

10 upvotes ·  45 comments

Horrible VPN Performance

8 upvotes ·  23 comments

Routing traffic through VPN Client

1 upvote ·  3 comments

Does anyone else use a vpn with the box? I always have, but a few friends do not and haven't gotten any
isp notices. wondering if I should just drop the vpn.

6 upvotes ·  17 comments

Question about vpn

8 upvotes ·  13 comments

VPN service

8 upvotes ·  15 comments

Remote Access/VPN, what are you using?

44 upvotes ·  101 comments

How do people set up their VPN?

1 upvote ·  29 comments

What vpn to use?

18 upvotes ·  71 comments
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r/Express_VPN • 1 mo. ago
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r/vSeeBox_Support_Gurus • 1 mo. ago

r/torrentio • 4 mo. ago
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r/selfhosted • 8 mo. ago
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How bad could it be to not use VPN?

36 comments

How did you use VPN to your home network?

27 upvotes ·  7 comments

Best VPN with a free trial? Reddit help please

126 upvotes ·  108 comments

Do you guys host your own VPN?

105 upvotes ·  152 comments

Tips for creating your own VPN

73 upvotes ·  41 comments

What are VPN options for V6?

21 comments

Self-hosted VPN from home to use in China.

20 comments

How do I access my RPi over the internet with VPN on?

27 upvotes ·  8 comments

Using a VPN server to connect to my home router admin interface

3 upvotes ·  4 comments

Can I share my VPN with others?

6 upvotes ·  5 comments
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Have you compared VPNs?

32 upvotes ·  8 comments

UDM - How to send traffic from some devices to VPN?

1 upvote ·  14 comments

Internet doesn’t work when connected to VPN

7 upvotes ·  8 comments

Slow Internet when connection to VPN server is active

1 upvote ·  3 comments

TOP POSTS

Reddit

reReddit: Top posts of November 6, 2023

Reddit

reReddit: Top posts of November 2023

Reddit

reReddit: Top posts of 2023

Reddit Rules Privacy Policy User Agreement Reddit, Inc. © 2025. All rights reserved.

r/VPNFreaks • 1 mo. ago

r/Ubiquiti • 2 yr. ago

r/surfshark • 8 mo. ago

r/draytek • 1 yr. ago

Log In

3/16/25, 5:12 AM Routing all my internet traffic through a VPN : r/HomeServer

https://www.reddit.com/r/HomeServer/comments/17ph21x/routing_all_my_internet_traffic_through_a_vpn/?rdt=33899 6/6

https://www.reddit.com/r/VPNFreaks/comments/1ihueaq/have_you_compared_vpns/
https://www.reddit.com/r/Ubiquiti/comments/16l03bb/udm_how_to_send_traffic_from_some_devices_to_vpn/
https://www.reddit.com/r/surfshark/comments/1e8yirn/internet_doesnt_work_when_connected_to_vpn/
https://www.reddit.com/r/draytek/comments/1767por/slow_internet_when_connection_to_vpn_server_is/
https://www.reddit.com/posts/2023/november-6-1/
https://www.reddit.com/posts/2023/november-6-1/
https://www.reddit.com/posts/2023/november-6-1/
https://www.reddit.com/posts/2023/november-6-1/
https://www.reddit.com/posts/2023/november-6-1/
https://www.reddit.com/posts/2023/november-6-1/
https://www.reddit.com/posts/2023/november-6-1/
https://www.reddit.com/posts/2023/november-6-1/
https://www.reddit.com/posts/2023/november/
https://www.reddit.com/posts/2023/november/
https://www.reddit.com/posts/2023/november/
https://www.reddit.com/posts/2023/november/
https://www.reddit.com/posts/2023/november/
https://www.reddit.com/posts/2023/november/
https://www.reddit.com/posts/2023/november/
https://www.reddit.com/posts/2023/november/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.redditinc.com/policies/content-policy
https://www.reddit.com/policies/privacy-policy
https://www.redditinc.com/policies/user-agreement
https://redditinc.com/
https://www.reddit.com/r/VPNFreaks
https://www.reddit.com/r/Ubiquiti
https://www.reddit.com/r/surfshark
https://www.reddit.com/r/draytek
https://www.reddit.com/
https://www.reddit.com/login/

