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wiping a ssd where to begin?

| need to wipe a laptop with a 7 pass, will dban be OK? Or is there some procedure that | need to follow.

E Archived post. New comments cannot be posted and votes cannot be cast.

3 O 32 O ¢£> Share

@ ThreatLocker < Promoted eoe
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%flarestarwingz e 2y ago

If it's an SSD, there will likely be a manufacturer tool for performing a secure erase. SSDs have a specific
"Secure Erase" function that applies voltage and clears the drive in one go. That save's writing 7 passes over
the drive, reducing wear on it. But as ever, check that meets your requirements for secure wiping!
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I'll have to check with Dell then!
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badblocks and you're not getting any data from that hardware. If you need more than this, then one

random pass and one zeroing pass, but it's really overkill.
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@ Mr_ToDo - 2y ago

Ya, for SSD | tend to go with the devices supported erase and then at least one full pass of writes just in
case the vendor doesn't do their implementation properly(ya it might not get all the blocks but it's better
than nothing). Also, I'm not really worried abut the lifetime of the drive if I'm at the point of wiping a drive
so full writes aren't a concern.
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%{J_;J [deleted] < 2y ago

Always wipe front to back
©) 6
% jamesaepp ° 2y ago
Like with a cloth or something?

https://www.bleachbit.org/cloth-or-something
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e
TabooRaver * 2y ago

https://www.reddit.com/r/sysadmin/comments/12ulpuz/wiping_a_ssd_where_to_begin/?rdt=58338 2/7


https://www.reddit.com/user/Mr_ToDo/
https://www.reddit.com/user/Mr_ToDo/
https://www.reddit.com/r/sysadmin/comments/12u1puz/comment/jh5lmev/
https://www.reddit.com/r/sysadmin/comments/12u1puz/comment/jh5zwo4/
https://www.reddit.com/user/jamesaepp/
https://www.reddit.com/user/jamesaepp/
https://www.reddit.com/r/sysadmin/comments/12u1puz/comment/jh6v6i5/
https://www.bleachbit.org/cloth-or-something
https://alb.reddit.com/cr?za=swOeef5vie5nv914i44A34Thiv5Jhbn8p3FquK6Kewa4xjg2fIrjoj6R7hODZWAfmdMd7XnHIosELv-BKbewQ6ZvyTlQqjkXgfjujxnLg1xA5UHBiwc_0k36RDpyXd3A0LE3LwVzCvUwmNK9WeRWQTNIrAiYOiCzhfdpF9SIgtAwFkPaNjynvN0wpqpwESzg4OWabjKPNScmR_czs_39Aflxq9W5IcPWX6mLkIi0WCXXqC7NWEwYpWZ5-90llJF2MiJEIEktg6njkjcM-LpnmIEljqK210dKdFe5Wx7ApTHLtz7pnpAAwW_90xvz5w9GfZgRpLKAssLhzF9ExA09uBu5oVCg3myPmSK7TvNnpcsUuKP03_6ra9pmkQENWajhrNITYs7qfk4uUeX6HCL9WA0FQ_Peb45g-HryCElyxNVXQiIEDq7oYB5kc5aO4a8npres361kvLdNPcRmiw0LEGFbpcmcC2jkwM-9aYg-R2MjMOP0f0nLSysNZ9M4LlvvcBG07hPfzHDNEEq0xT1ltH3xlPfl3Dhs5uh6JG8r5oAiBkQw0NEOhQ&zp=2j3vPH-Ri0frxAMMlxkP9p-igO6ddUm9L53IwjthH6O5cgAQ3MObS2GtCigEoTkJKRIJYbYGxF8rZrI_g9Ipflo-UoRftB8htHYdAaJJEQltOJl5nqhnuhgx9abn4lSXC2R39uo4DVMP76KG5MAixCGZDjjyvwhJmGocnk__rD4SAm7ixyjRcyXm9f2WPP2WBJ75eqi4yWHSSt7vlI24sxK0uI5GxBprV3MFNVE6lvVsISU58nL8j8eTA5OXOgKUHaN-dHpE0Y_RjvInmt9GLg3EtsOpqGyplXBjmg9Bhhi9mt8RwqHFhQBH_g28E4o71H2eNmpl29V-SOl3XkzknXEI1AFPkEd6BgUC0lnOpDWkfjHAutRnybd6qR3-sepK8z95-EbCYs0KaVztSV-3Msz6mC-nm7TAc7CqOAJFWRXd78TylwydVWMP1e-gBdDRtyZdfWlmORXrEV5U10D-80JnMSVu64SKhhAF2HXaDoS28j_g67EAbJOuvUJuDnNnmEH3hvxq8mDfReZtIlipk9TUCrPWsp3IVLeP5tuXMvauChnlc2wLEEmeYyLiikf37dmfHlhr2_A3VrLlUXF0bdJOcKSnwOQ
https://alb.reddit.com/cr?za=swOeef5vie5nv914i44A34Thiv5Jhbn8p3FquK6Kewa4xjg2fIrjoj6R7hODZWAfmdMd7XnHIosELv-BKbewQ6ZvyTlQqjkXgfjujxnLg1xA5UHBiwc_0k36RDpyXd3A0LE3LwVzCvUwmNK9WeRWQTNIrAiYOiCzhfdpF9SIgtAwFkPaNjynvN0wpqpwESzg4OWabjKPNScmR_czs_39Aflxq9W5IcPWX6mLkIi0WCXXqC7NWEwYpWZ5-90llJF2MiJEIEktg6njkjcM-LpnmIEljqK210dKdFe5Wx7ApTHLtz7pnpAAwW_90xvz5w9GfZgRpLKAssLhzF9ExA09uBu5oVCg3myPmSK7TvNnpcsUuKP03_6ra9pmkQENWajhrNITYs7qfk4uUeX6HCL9WA0FQ_Peb45g-HryCElyxNVXQiIEDq7oYB5kc5aO4a8npres361kvLdNPcRmiw0LEGFbpcmcC2jkwM-9aYg-R2MjMOP0f0nLSysNZ9M4LlvvcBG07hPfzHDNEEq0xT1ltH3xlPfl3Dhs5uh6JG8r5oAiBkQw0NEOhQ&zp=2j3vPH-Ri0frxAMMlxkP9p-igO6ddUm9L53IwjthH6O5cgAQ3MObS2GtCigEoTkJKRIJYbYGxF8rZrI_g9Ipflo-UoRftB8htHYdAaJJEQltOJl5nqhnuhgx9abn4lSXC2R39uo4DVMP76KG5MAixCGZDjjyvwhJmGocnk__rD4SAm7ixyjRcyXm9f2WPP2WBJ75eqi4yWHSSt7vlI24sxK0uI5GxBprV3MFNVE6lvVsISU58nL8j8eTA5OXOgKUHaN-dHpE0Y_RjvInmt9GLg3EtsOpqGyplXBjmg9Bhhi9mt8RwqHFhQBH_g28E4o71H2eNmpl29V-SOl3XkzknXEI1AFPkEd6BgUC0lnOpDWkfjHAutRnybd6qR3-sepK8z95-EbCYs0KaVztSV-3Msz6mC-nm7TAc7CqOAJFWRXd78TylwydVWMP1e-gBdDRtyZdfWlmORXrEV5U10D-80JnMSVu64SKhhAF2HXaDoS28j_g67EAbJOuvUJuDnNnmEH3hvxq8mDfReZtIlipk9TUCrPWsp3IVLeP5tuXMvauChnlc2wLEEmeYyLiikf37dmfHlhr2_A3VrLlUXF0bdJOcKSnwOQ
https://alb.reddit.com/cr?za=swOeef5vie5nv914i44A34Thiv5Jhbn8p3FquK6Kewa4xjg2fIrjoj6R7hODZWAfmdMd7XnHIosELv-BKbewQ6ZvyTlQqjkXgfjujxnLg1xA5UHBiwc_0k36RDpyXd3A0LE3LwVzCvUwmNK9WeRWQTNIrAiYOiCzhfdpF9SIgtAwFkPaNjynvN0wpqpwESzg4OWabjKPNScmR_czs_39Aflxq9W5IcPWX6mLkIi0WCXXqC7NWEwYpWZ5-90llJF2MiJEIEktg6njkjcM-LpnmIEljqK210dKdFe5Wx7ApTHLtz7pnpAAwW_90xvz5w9GfZgRpLKAssLhzF9ExA09uBu5oVCg3myPmSK7TvNnpcsUuKP03_6ra9pmkQENWajhrNITYs7qfk4uUeX6HCL9WA0FQ_Peb45g-HryCElyxNVXQiIEDq7oYB5kc5aO4a8npres361kvLdNPcRmiw0LEGFbpcmcC2jkwM-9aYg-R2MjMOP0f0nLSysNZ9M4LlvvcBG07hPfzHDNEEq0xT1ltH3xlPfl3Dhs5uh6JG8r5oAiBkQw0NEOhQ&zp=2j3vPH-Ri0frxAMMlxkP9p-igO6ddUm9L53IwjthH6O5cgAQ3MObS2GtCigEoTkJKRIJYbYGxF8rZrI_g9Ipflo-UoRftB8htHYdAaJJEQltOJl5nqhnuhgx9abn4lSXC2R39uo4DVMP76KG5MAixCGZDjjyvwhJmGocnk__rD4SAm7ixyjRcyXm9f2WPP2WBJ75eqi4yWHSSt7vlI24sxK0uI5GxBprV3MFNVE6lvVsISU58nL8j8eTA5OXOgKUHaN-dHpE0Y_RjvInmt9GLg3EtsOpqGyplXBjmg9Bhhi9mt8RwqHFhQBH_g28E4o71H2eNmpl29V-SOl3XkzknXEI1AFPkEd6BgUC0lnOpDWkfjHAutRnybd6qR3-sepK8z95-EbCYs0KaVztSV-3Msz6mC-nm7TAc7CqOAJFWRXd78TylwydVWMP1e-gBdDRtyZdfWlmORXrEV5U10D-80JnMSVu64SKhhAF2HXaDoS28j_g67EAbJOuvUJuDnNnmEH3hvxq8mDfReZtIlipk9TUCrPWsp3IVLeP5tuXMvauChnlc2wLEEmeYyLiikf37dmfHlhr2_A3VrLlUXF0bdJOcKSnwOQ
https://alb.reddit.com/cr?za=swOeef5vie5nv914i44A34Thiv5Jhbn8p3FquK6Kewa4xjg2fIrjoj6R7hODZWAfmdMd7XnHIosELv-BKbewQ6ZvyTlQqjkXgfjujxnLg1xA5UHBiwc_0k36RDpyXd3A0LE3LwVzCvUwmNK9WeRWQTNIrAiYOiCzhfdpF9SIgtAwFkPaNjynvN0wpqpwESzg4OWabjKPNScmR_czs_39Aflxq9W5IcPWX6mLkIi0WCXXqC7NWEwYpWZ5-90llJF2MiJEIEktg6njkjcM-LpnmIEljqK210dKdFe5Wx7ApTHLtz7pnpAAwW_90xvz5w9GfZgRpLKAssLhzF9ExA09uBu5oVCg3myPmSK7TvNnpcsUuKP03_6ra9pmkQENWajhrNITYs7qfk4uUeX6HCL9WA0FQ_Peb45g-HryCElyxNVXQiIEDq7oYB5kc5aO4a8npres361kvLdNPcRmiw0LEGFbpcmcC2jkwM-9aYg-R2MjMOP0f0nLSysNZ9M4LlvvcBG07hPfzHDNEEq0xT1ltH3xlPfl3Dhs5uh6JG8r5oAiBkQw0NEOhQ&zp=2j3vPH-Ri0frxAMMlxkP9p-igO6ddUm9L53IwjthH6O5cgAQ3MObS2GtCigEoTkJKRIJYbYGxF8rZrI_g9Ipflo-UoRftB8htHYdAaJJEQltOJl5nqhnuhgx9abn4lSXC2R39uo4DVMP76KG5MAixCGZDjjyvwhJmGocnk__rD4SAm7ixyjRcyXm9f2WPP2WBJ75eqi4yWHSSt7vlI24sxK0uI5GxBprV3MFNVE6lvVsISU58nL8j8eTA5OXOgKUHaN-dHpE0Y_RjvInmt9GLg3EtsOpqGyplXBjmg9Bhhi9mt8RwqHFhQBH_g28E4o71H2eNmpl29V-SOl3XkzknXEI1AFPkEd6BgUC0lnOpDWkfjHAutRnybd6qR3-sepK8z95-EbCYs0KaVztSV-3Msz6mC-nm7TAc7CqOAJFWRXd78TylwydVWMP1e-gBdDRtyZdfWlmORXrEV5U10D-80JnMSVu64SKhhAF2HXaDoS28j_g67EAbJOuvUJuDnNnmEH3hvxq8mDfReZtIlipk9TUCrPWsp3IVLeP5tuXMvauChnlc2wLEEmeYyLiikf37dmfHlhr2_A3VrLlUXF0bdJOcKSnwOQ
https://www.reddit.com/user/AteraRMM/
https://alb.reddit.com/cr?za=swOeef5vie5nv914i44A34Thiv5Jhbn8p3FquK6Kewa4xjg2fIrjoj6R7hODZWAfmdMd7XnHIosELv-BKbewQ6ZvyTlQqjkXgfjujxnLg1xA5UHBiwc_0k36RDpyXd3A0LE3LwVzCvUwmNK9WeRWQTNIrAiYOiCzhfdpF9SIgtAwFkPaNjynvN0wpqpwESzg4OWabjKPNScmR_czs_39Aflxq9W5IcPWX6mLkIi0WCXXqC7NWEwYpWZ5-90llJF2MiJEIEktg6njkjcM-LpnmIEljqK210dKdFe5Wx7ApTHLtz7pnpAAwW_90xvz5w9GfZgRpLKAssLhzF9ExA09uBu5oVCg3myPmSK7TvNnpcsUuKP03_6ra9pmkQENWajhrNITYs7qfk4uUeX6HCL9WA0FQ_Peb45g-HryCElyxNVXQiIEDq7oYB5kc5aO4a8npres361kvLdNPcRmiw0LEGFbpcmcC2jkwM-9aYg-R2MjMOP0f0nLSysNZ9M4LlvvcBG07hPfzHDNEEq0xT1ltH3xlPfl3Dhs5uh6JG8r5oAiBkQw0NEOhQ&zp=2j3vPH-Ri0frxAMMlxkP9p-igO6ddUm9L53IwjthH6O5cgAQ3MObS2GtCigEoTkJKRIJYbYGxF8rZrI_g9Ipflo-UoRftB8htHYdAaJJEQltOJl5nqhnuhgx9abn4lSXC2R39uo4DVMP76KG5MAixCGZDjjyvwhJmGocnk__rD4SAm7ixyjRcyXm9f2WPP2WBJ75eqi4yWHSSt7vlI24sxK0uI5GxBprV3MFNVE6lvVsISU58nL8j8eTA5OXOgKUHaN-dHpE0Y_RjvInmt9GLg3EtsOpqGyplXBjmg9Bhhi9mt8RwqHFhQBH_g28E4o71H2eNmpl29V-SOl3XkzknXEI1AFPkEd6BgUC0lnOpDWkfjHAutRnybd6qR3-sepK8z95-EbCYs0KaVztSV-3Msz6mC-nm7TAc7CqOAJFWRXd78TylwydVWMP1e-gBdDRtyZdfWlmORXrEV5U10D-80JnMSVu64SKhhAF2HXaDoS28j_g67EAbJOuvUJuDnNnmEH3hvxq8mDfReZtIlipk9TUCrPWsp3IVLeP5tuXMvauChnlc2wLEEmeYyLiikf37dmfHlhr2_A3VrLlUXF0bdJOcKSnwOQ
https://alb.reddit.com/cr?za=swOeef5vie5nv914i44A34Thiv5Jhbn8p3FquK6Kewa4xjg2fIrjoj6R7hODZWAfmdMd7XnHIosELv-BKbewQ6ZvyTlQqjkXgfjujxnLg1xA5UHBiwc_0k36RDpyXd3A0LE3LwVzCvUwmNK9WeRWQTNIrAiYOiCzhfdpF9SIgtAwFkPaNjynvN0wpqpwESzg4OWabjKPNScmR_czs_39Aflxq9W5IcPWX6mLkIi0WCXXqC7NWEwYpWZ5-90llJF2MiJEIEktg6njkjcM-LpnmIEljqK210dKdFe5Wx7ApTHLtz7pnpAAwW_90xvz5w9GfZgRpLKAssLhzF9ExA09uBu5oVCg3myPmSK7TvNnpcsUuKP03_6ra9pmkQENWajhrNITYs7qfk4uUeX6HCL9WA0FQ_Peb45g-HryCElyxNVXQiIEDq7oYB5kc5aO4a8npres361kvLdNPcRmiw0LEGFbpcmcC2jkwM-9aYg-R2MjMOP0f0nLSysNZ9M4LlvvcBG07hPfzHDNEEq0xT1ltH3xlPfl3Dhs5uh6JG8r5oAiBkQw0NEOhQ&zp=2j3vPH-Ri0frxAMMlxkP9p-igO6ddUm9L53IwjthH6O5cgAQ3MObS2GtCigEoTkJKRIJYbYGxF8rZrI_g9Ipflo-UoRftB8htHYdAaJJEQltOJl5nqhnuhgx9abn4lSXC2R39uo4DVMP76KG5MAixCGZDjjyvwhJmGocnk__rD4SAm7ixyjRcyXm9f2WPP2WBJ75eqi4yWHSSt7vlI24sxK0uI5GxBprV3MFNVE6lvVsISU58nL8j8eTA5OXOgKUHaN-dHpE0Y_RjvInmt9GLg3EtsOpqGyplXBjmg9Bhhi9mt8RwqHFhQBH_g28E4o71H2eNmpl29V-SOl3XkzknXEI1AFPkEd6BgUC0lnOpDWkfjHAutRnybd6qR3-sepK8z95-EbCYs0KaVztSV-3Msz6mC-nm7TAc7CqOAJFWRXd78TylwydVWMP1e-gBdDRtyZdfWlmORXrEV5U10D-80JnMSVu64SKhhAF2HXaDoS28j_g67EAbJOuvUJuDnNnmEH3hvxq8mDfReZtIlipk9TUCrPWsp3IVLeP5tuXMvauChnlc2wLEEmeYyLiikf37dmfHlhr2_A3VrLlUXF0bdJOcKSnwOQ
https://alb.reddit.com/cr?za=swOeef5vie5nv914i44A34Thiv5Jhbn8p3FquK6Kewa4xjg2fIrjoj6R7hODZWAfmdMd7XnHIosELv-BKbewQ6ZvyTlQqjkXgfjujxnLg1xA5UHBiwc_0k36RDpyXd3A0LE3LwVzCvUwmNK9WeRWQTNIrAiYOiCzhfdpF9SIgtAwFkPaNjynvN0wpqpwESzg4OWabjKPNScmR_czs_39Aflxq9W5IcPWX6mLkIi0WCXXqC7NWEwYpWZ5-90llJF2MiJEIEktg6njkjcM-LpnmIEljqK210dKdFe5Wx7ApTHLtz7pnpAAwW_90xvz5w9GfZgRpLKAssLhzF9ExA09uBu5oVCg3myPmSK7TvNnpcsUuKP03_6ra9pmkQENWajhrNITYs7qfk4uUeX6HCL9WA0FQ_Peb45g-HryCElyxNVXQiIEDq7oYB5kc5aO4a8npres361kvLdNPcRmiw0LEGFbpcmcC2jkwM-9aYg-R2MjMOP0f0nLSysNZ9M4LlvvcBG07hPfzHDNEEq0xT1ltH3xlPfl3Dhs5uh6JG8r5oAiBkQw0NEOhQ&zp=2j3vPH-Ri0frxAMMlxkP9p-igO6ddUm9L53IwjthH6O5cgAQ3MObS2GtCigEoTkJKRIJYbYGxF8rZrI_g9Ipflo-UoRftB8htHYdAaJJEQltOJl5nqhnuhgx9abn4lSXC2R39uo4DVMP76KG5MAixCGZDjjyvwhJmGocnk__rD4SAm7ixyjRcyXm9f2WPP2WBJ75eqi4yWHSSt7vlI24sxK0uI5GxBprV3MFNVE6lvVsISU58nL8j8eTA5OXOgKUHaN-dHpE0Y_RjvInmt9GLg3EtsOpqGyplXBjmg9Bhhi9mt8RwqHFhQBH_g28E4o71H2eNmpl29V-SOl3XkzknXEI1AFPkEd6BgUC0lnOpDWkfjHAutRnybd6qR3-sepK8z95-EbCYs0KaVztSV-3Msz6mC-nm7TAc7CqOAJFWRXd78TylwydVWMP1e-gBdDRtyZdfWlmORXrEV5U10D-80JnMSVu64SKhhAF2HXaDoS28j_g67EAbJOuvUJuDnNnmEH3hvxq8mDfReZtIlipk9TUCrPWsp3IVLeP5tuXMvauChnlc2wLEEmeYyLiikf37dmfHlhr2_A3VrLlUXF0bdJOcKSnwOQ
https://alb.reddit.com/cr?za=swOeef5vie5nv914i44A34Thiv5Jhbn8p3FquK6Kewa4xjg2fIrjoj6R7hODZWAfmdMd7XnHIosELv-BKbewQ6ZvyTlQqjkXgfjujxnLg1xA5UHBiwc_0k36RDpyXd3A0LE3LwVzCvUwmNK9WeRWQTNIrAiYOiCzhfdpF9SIgtAwFkPaNjynvN0wpqpwESzg4OWabjKPNScmR_czs_39Aflxq9W5IcPWX6mLkIi0WCXXqC7NWEwYpWZ5-90llJF2MiJEIEktg6njkjcM-LpnmIEljqK210dKdFe5Wx7ApTHLtz7pnpAAwW_90xvz5w9GfZgRpLKAssLhzF9ExA09uBu5oVCg3myPmSK7TvNnpcsUuKP03_6ra9pmkQENWajhrNITYs7qfk4uUeX6HCL9WA0FQ_Peb45g-HryCElyxNVXQiIEDq7oYB5kc5aO4a8npres361kvLdNPcRmiw0LEGFbpcmcC2jkwM-9aYg-R2MjMOP0f0nLSysNZ9M4LlvvcBG07hPfzHDNEEq0xT1ltH3xlPfl3Dhs5uh6JG8r5oAiBkQw0NEOhQ&zp=2j3vPH-Ri0frxAMMlxkP9p-igO6ddUm9L53IwjthH6O5cgAQ3MObS2GtCigEoTkJKRIJYbYGxF8rZrI_g9Ipflo-UoRftB8htHYdAaJJEQltOJl5nqhnuhgx9abn4lSXC2R39uo4DVMP76KG5MAixCGZDjjyvwhJmGocnk__rD4SAm7ixyjRcyXm9f2WPP2WBJ75eqi4yWHSSt7vlI24sxK0uI5GxBprV3MFNVE6lvVsISU58nL8j8eTA5OXOgKUHaN-dHpE0Y_RjvInmt9GLg3EtsOpqGyplXBjmg9Bhhi9mt8RwqHFhQBH_g28E4o71H2eNmpl29V-SOl3XkzknXEI1AFPkEd6BgUC0lnOpDWkfjHAutRnybd6qR3-sepK8z95-EbCYs0KaVztSV-3Msz6mC-nm7TAc7CqOAJFWRXd78TylwydVWMP1e-gBdDRtyZdfWlmORXrEV5U10D-80JnMSVu64SKhhAF2HXaDoS28j_g67EAbJOuvUJuDnNnmEH3hvxq8mDfReZtIlipk9TUCrPWsp3IVLeP5tuXMvauChnlc2wLEEmeYyLiikf37dmfHlhr2_A3VrLlUXF0bdJOcKSnwOQ
https://alb.reddit.com/cr?za=swOeef5vie5nv914i44A34Thiv5Jhbn8p3FquK6Kewa4xjg2fIrjoj6R7hODZWAfmdMd7XnHIosELv-BKbewQ6ZvyTlQqjkXgfjujxnLg1xA5UHBiwc_0k36RDpyXd3A0LE3LwVzCvUwmNK9WeRWQTNIrAiYOiCzhfdpF9SIgtAwFkPaNjynvN0wpqpwESzg4OWabjKPNScmR_czs_39Aflxq9W5IcPWX6mLkIi0WCXXqC7NWEwYpWZ5-90llJF2MiJEIEktg6njkjcM-LpnmIEljqK210dKdFe5Wx7ApTHLtz7pnpAAwW_90xvz5w9GfZgRpLKAssLhzF9ExA09uBu5oVCg3myPmSK7TvNnpcsUuKP03_6ra9pmkQENWajhrNITYs7qfk4uUeX6HCL9WA0FQ_Peb45g-HryCElyxNVXQiIEDq7oYB5kc5aO4a8npres361kvLdNPcRmiw0LEGFbpcmcC2jkwM-9aYg-R2MjMOP0f0nLSysNZ9M4LlvvcBG07hPfzHDNEEq0xT1ltH3xlPfl3Dhs5uh6JG8r5oAiBkQw0NEOhQ&zp=2j3vPH-Ri0frxAMMlxkP9p-igO6ddUm9L53IwjthH6O5cgAQ3MObS2GtCigEoTkJKRIJYbYGxF8rZrI_g9Ipflo-UoRftB8htHYdAaJJEQltOJl5nqhnuhgx9abn4lSXC2R39uo4DVMP76KG5MAixCGZDjjyvwhJmGocnk__rD4SAm7ixyjRcyXm9f2WPP2WBJ75eqi4yWHSSt7vlI24sxK0uI5GxBprV3MFNVE6lvVsISU58nL8j8eTA5OXOgKUHaN-dHpE0Y_RjvInmt9GLg3EtsOpqGyplXBjmg9Bhhi9mt8RwqHFhQBH_g28E4o71H2eNmpl29V-SOl3XkzknXEI1AFPkEd6BgUC0lnOpDWkfjHAutRnybd6qR3-sepK8z95-EbCYs0KaVztSV-3Msz6mC-nm7TAc7CqOAJFWRXd78TylwydVWMP1e-gBdDRtyZdfWlmORXrEV5U10D-80JnMSVu64SKhhAF2HXaDoS28j_g67EAbJOuvUJuDnNnmEH3hvxq8mDfReZtIlipk9TUCrPWsp3IVLeP5tuXMvauChnlc2wLEEmeYyLiikf37dmfHlhr2_A3VrLlUXF0bdJOcKSnwOQ
https://www.reddit.com/user/TabooRaver/
https://www.reddit.com/user/TabooRaver/
https://www.reddit.com/r/sysadmin/comments/12u1puz/comment/jh5ln3v/
https://www.reddit.com/
https://www.reddit.com/login/

3/15/25, 12:47 AM wiping a ssd where to begin? : r/sysadmin

Skip to main content 5

First get a computer running your favorite flavor of Debian, you can use an installer usb to run it "live" without
installing it.

for NVMe drives:

1. apt install nvme-cli
2. nvme list

3. nvme format -s1 /dev/{device identifier}
For sata drives:

1. hdparm -I /dev/[device identifier]
2. hdparm --user-master u --security-set-pass temptemp /dev/[device identifier]

3. time hdparm --user-master u --security-erase temptemp /dev/[device identifier]

Note: NIST sp800-88 requires a validation pass, and specifies a methodology. We use this procedure for
drives that are going to be reused, so we didn't develop a validation method.

4

@ 5 more replies

% bluescreenfog < 2y ago

There's a secure erase tool in the BIOS of basically all modern laptops. You mentioned Dell, it'll definitely
have one in my experience. It's a little tricky tho, you basically have to confirm like 5 times and the last
confirmation basically says "Do you wish to cancel" meaning you have to click no instead of yes.

DBAN is for HDDs.

2

@ 1 more reply

New to Reddit?
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88 /Windows10 « 2 yr. ago

What Security Level is Windows 10 "Reset This PC" with "Remove Everything"?

22 upvotes - 19 comments

0 r/DataHoarder * 4 yr. ago

What would be the best way to clean an ssd?

19 upvotes - 12 comments

@ r/techsupport « 7 mo. ago

I want to completely erase an SSD - how do | do this?

4 upvotes - 28 comments

r/buildapc ¢ 7 yr. ago

Windows 10 clean install + wipe ssd

9 upvotes - 3 comments

@ r/sysadmin ¢ 7 mo. ago

How do you wipe ssds including sata, SAS and nhvme?

66 upvotes - 194 comments

g r/techsupportgore ¢ 4 mo. ago

SSD install - When you dont have anything else to hand!

103 upvotes - 14 comments

@ r/PS4Pro * 4 mo. ago
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