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Need help VLAN + Wireguard

Need Help
| have been working on my home server for the last few days and wanted to put all services that are accessible
from outside into their own VLAN (something like a DMZ).

In my OpenWrt router | have defined another port as VLANS with the IP range 10.0.0.1/24.
My local LAN for PCs, WLAN etc. is VLANL1.

VLAN1 192.168.1.0/24-->VLAN3 10.0.0.1/24 works

VLAN3- ->VLAN1 no connection, thats right
VLAN1- ->WAN works
VLAN3 - ->WAN works
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@ ducklTguy ° 9mo ago

This is due to the policy routing that is implemented by wg-quick when the default route is present in the
allowedIPs list. The 2 best ways (imo) is to either set a static route on your wireguard client machine for the
other vlanl (192.168.1.0/24 via your router), or distribute that route via dhcp, or both, if required.
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3/6/25, 10:51 PM Need help VLAN + Wireguard : r/WireGuard

Skip to main content ”

Where exactly do | have to set the routing?

In my LXC container where my Wireguard client is running or in the OpenWRT router itself? Could you
maybe help me a bit more?

The routing in the OpenWRT router should actually be correct, as | get a connection to the LXC container
if | leave Wireguard switched off.

So | would have to set a routing in the LXC container right?

It would be nice if you could give me a tip
1% O Reply
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Is it okay to leave wireguard on all the time?

5 upvotes - 25 comments

r/selfhosted « 1 yr. ago

Wireguard, have to open port?

30 upvotes - 48 comments

m r/WireGuard ¢ 2 mo. ago

Wireguard MFA

13 upvotes - 12 comments
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