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Running Unifi controller behind a reverse proxy.

Proxy

| am trying to setup the Unifi controller behind a reverse proxy using nginx-proxy-manager it more or less appears
to work but | keep getting 400 errors.
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proxy pass https://127.0.0.1:8443;
proxy set header Host $host;

proxy set header X-Real-IP $remote addr;

proxy set header X-Forward-For $proxy add x forwarded for;
proxy set header Upgrade $http upgrade;
proxy http version 1.1;

proxy set header Connection "upgrade";

}
G ¢ 6l O Reply

@Crashyy OP ° 5y ago

Awesome | will have a play around with this tonight, | am not quite sure how nginx-proxy-manager works
internally so | am just going to try pasting that in and then start messing with it :).

Cheers!
e 3% O Reply

@ 2 more replies

%)
Q'-? jo3shmoo - 5y ago

In nginx-proxy-manager do you have the scheme set to https? It defaults to http but needs to be on https as
the unifi controller is configured to only accept connections over https.

(I'just tested on my config and changing to http causes it to throw 400 errors)

I've been running Unifi controller for several months behind nginx-proxy-manager for with Scheme set to
https, Websockets Support enabled, and Block Common Exploits enabled.

© ¢ 3% O Reply

@Crashyy OP * 5y ago

| do have it set to https:// | have not enabled Websockets, or Blocked common exploits though, | will try
that tonight!

Cheers!
1% O Reply

@ 1 more reply

@ [deleted] * 5y ago

i hpapagaj ° 5y ago
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@ Ebbeliebebbelie < 5y ago
Why not connect it to https://unifi.ubnt.com/ ?

© ¢ 0L O Reply

i mind-blender -« 5y ago

What's the point of self hosting if you're depending on someone else's servers?
&5 % O Reply
5?;) ilovethosedogs ° 5y ago
Doesn't work on Safari.
2% O Reply
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r/selfhosted ¢ 4 mo. ago

So whats the best way to run a reverse proxy?
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r/selfhosted ¢ 8 mo. ago

Is there any reason to not have my self hosted apps on a reverse proxy?

59 upvotes - 30 comments

r/selfhosted ¢ 4 mo. ago

PSA: A reverse proxy does not automatically increase your security

191 upvotes - 85 comments

r/selfhosted ¢ 3 mo. ago

Looking for a Simple Reverse Proxy with 2FA

9 upvotes - 26 comments

r/selfhosted ¢ 1 yr. ago

Can someone explain why a home user should have a reverse proxy & all that sort of stuff?

52 comments

r/selfhosted ¢ 4 mo. ago

Reverse proxy without exposing to the open web?

16 upvotes - 35 comments

r/selfhosted ¢« 9 mo. ago

Prosicons of having a reverse proxy on the same physical server vs separate?

1 upvote - 25 comments

r/selfhosted ¢ 1 mo. ago

The reverse proxy really is the pain point when self hosting, any suggestions?

291 upvotes - 370 comments

r/selfhosted « 8 mo. ago

Self-hosted ways fo remotely controlling any computer?

90 upvotes - 103 comments
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| also want to show my PhoneServer
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27 upvotes - 8 comments

r/selfhosted < 8 days ago “

I never saw the benefit of these network maps previously. Now that even my modest setup
is growing in complexity, | really get it now. It's very useful to help with troubleshooting. ==
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402 upvotes - 52 comments

r/selfhosted ¢ 2 mo. ago

Securityl/firewall on internal network?

9 upvotes - 28 comments

r/selfhosted » 11 days ago

Start of my selfhosted journey, | created a router

326 upvotes - 57 comments
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