
Layer 3 Switch, Or Layer 2 + Firewall/Router?
Advice

So I'm finally upgrading my home network from IPtables on a KVM host + OpenWRT on a TP-Link C7, and am
trying to decide what the best architecture would be for my needs. I need to do some basic inter-VLAN policy-
based routing, along with external NAT, port forwarding, and VPN.

I'd like to hear some suggestions on how to best implement this. I'm planning to use EOL enterprise equipment,
partly for the cost and performance compared to consumer devices, but mostly for the nerd-cred. My initial
thoughts are to go with a layer-3 switch like a Cisco SG300, because the heaviest load on my OpenWRT box
during regular operation comes from VLAN routing. Then my external network needs can be handled by a Forigate
60D or similar.

BUT I've never used a layer-3 switch before, so I'm kind of guessing at whether this is best option. I know that I
could buy a decent used layer-2 switch for peanuts, and use a more powerful router to handle all my layer-3
needs, but I'm worried that the router would still be the bottleneck of my network.
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In that case yes. Do you really expect to hit the 1 gbit/s often?

gribson OP • 5y ago

Log Inr/HomeNetworking Search in r/HomeNetworkingSkip to main content

2/4/25, 11:11 AM Layer 3 Switch, Or Layer 2 + Firewall/Router? : r/HomeNetworking

https://www.reddit.com/r/HomeNetworking/comments/hgx5su/comment/fw6zf92/?rdt=61770 1/5

https://www.reddit.com/r/HomeNetworking/?f=flair_name%3A%22Advice%22
https://www.reddit.com/r/HomeNetworking/?f=flair_name%3A%22Advice%22
https://www.reddit.com/r/HomeNetworking/
https://www.reddit.com/r/HomeNetworking/
https://www.reddit.com/r/HomeNetworking/
https://www.reddit.com/r/HomeNetworking/
https://www.reddit.com/user/gribson/
https://alb.reddit.com/cr?za=EwLW6zAqxikbNdlNQbreKnx2-IpYSCMlOTg7h34ttKqVs7HQ3hKO62P-Vzz_zqt2Yv35D9JmRmojvnf7J9gtHstRjI2CVeL-EAgforZ-6t3HW3i4dpnCUeCKGcoN15CkJFK8NawFu30hbRPozQru5zaKcugLvRq0JjR5VevNIsF4llYscBkCWRSehGPIi-pRe7qcEcDAUDrRgXgTwqIPe4hHHnHUWKRWbn3eZ2wr2QcJMz4Ui07fgKzq3f44N7sl4-UPHJY_-izcEW2c5RBjMwBqZeb5dc4Inb9ukCLXoZHlu609VQe6ZRmEhKHK1JG94IwhIDcXXWVBZbHgiNocQsUBwTBA32Jr2J0s8NC_N06NUuzO8d8VYCLZ37520wjujb2gMOH2JM_LXBWupb0dDornJdtShK3a6zk5Jewu2hYnc6UURFEnRgfgfNSJsrgmw8doTl9hDT3_pWGI_OuVJDvkKUqUPWz3AWzjzhrXv_Lahw_pSnQLDe9BiI63DIXKr8DOlpsiitINQwl7rPJ4&zp=590q8RBq2t_PuFDXV4vTER6jV84rwRaEr0eyWt7jvv5seHjBRKXoWENQT89xkcB3bcBbBWMwK2gpl0SyTKsWukAILeSJSfu2d6TBA2NPo86SzF2oB1VQexh43nGrv3_lf5kK4z_xpSeruAKI6ZkdCt252gRZMY2Ryzkar00hyBu_joBlbn9AyHXmnRQIsgfllzBXERlmVVk5gHBYwKJy-5b7GjdWzdmDElaqZiHACChntVQN9xh0VTbIK9VWHSh1cS7jRm9yG9y2FiBEPNNPNIojcJiZP7OFWjltK2COs2e0sYu3v4A6YAyrMMORtrPyLNpkgvlgKnZkHdyr5NYIj7ez3tZvEMSAaGwI7vGW4zUGru_4YULPzWjlemKV85uto1z40sHx48-QGlaCNmBA3g
https://alb.reddit.com/cr?za=EwLW6zAqxikbNdlNQbreKnx2-IpYSCMlOTg7h34ttKqVs7HQ3hKO62P-Vzz_zqt2Yv35D9JmRmojvnf7J9gtHstRjI2CVeL-EAgforZ-6t3HW3i4dpnCUeCKGcoN15CkJFK8NawFu30hbRPozQru5zaKcugLvRq0JjR5VevNIsF4llYscBkCWRSehGPIi-pRe7qcEcDAUDrRgXgTwqIPe4hHHnHUWKRWbn3eZ2wr2QcJMz4Ui07fgKzq3f44N7sl4-UPHJY_-izcEW2c5RBjMwBqZeb5dc4Inb9ukCLXoZHlu609VQe6ZRmEhKHK1JG94IwhIDcXXWVBZbHgiNocQsUBwTBA32Jr2J0s8NC_N06NUuzO8d8VYCLZ37520wjujb2gMOH2JM_LXBWupb0dDornJdtShK3a6zk5Jewu2hYnc6UURFEnRgfgfNSJsrgmw8doTl9hDT3_pWGI_OuVJDvkKUqUPWz3AWzjzhrXv_Lahw_pSnQLDe9BiI63DIXKr8DOlpsiitINQwl7rPJ4&zp=590q8RBq2t_PuFDXV4vTER6jV84rwRaEr0eyWt7jvv5seHjBRKXoWENQT89xkcB3bcBbBWMwK2gpl0SyTKsWukAILeSJSfu2d6TBA2NPo86SzF2oB1VQexh43nGrv3_lf5kK4z_xpSeruAKI6ZkdCt252gRZMY2Ryzkar00hyBu_joBlbn9AyHXmnRQIsgfllzBXERlmVVk5gHBYwKJy-5b7GjdWzdmDElaqZiHACChntVQN9xh0VTbIK9VWHSh1cS7jRm9yG9y2FiBEPNNPNIojcJiZP7OFWjltK2COs2e0sYu3v4A6YAyrMMORtrPyLNpkgvlgKnZkHdyr5NYIj7ez3tZvEMSAaGwI7vGW4zUGru_4YULPzWjlemKV85uto1z40sHx48-QGlaCNmBA3g
https://alb.reddit.com/cr?za=EwLW6zAqxikbNdlNQbreKnx2-IpYSCMlOTg7h34ttKqVs7HQ3hKO62P-Vzz_zqt2Yv35D9JmRmojvnf7J9gtHstRjI2CVeL-EAgforZ-6t3HW3i4dpnCUeCKGcoN15CkJFK8NawFu30hbRPozQru5zaKcugLvRq0JjR5VevNIsF4llYscBkCWRSehGPIi-pRe7qcEcDAUDrRgXgTwqIPe4hHHnHUWKRWbn3eZ2wr2QcJMz4Ui07fgKzq3f44N7sl4-UPHJY_-izcEW2c5RBjMwBqZeb5dc4Inb9ukCLXoZHlu609VQe6ZRmEhKHK1JG94IwhIDcXXWVBZbHgiNocQsUBwTBA32Jr2J0s8NC_N06NUuzO8d8VYCLZ37520wjujb2gMOH2JM_LXBWupb0dDornJdtShK3a6zk5Jewu2hYnc6UURFEnRgfgfNSJsrgmw8doTl9hDT3_pWGI_OuVJDvkKUqUPWz3AWzjzhrXv_Lahw_pSnQLDe9BiI63DIXKr8DOlpsiitINQwl7rPJ4&zp=590q8RBq2t_PuFDXV4vTER6jV84rwRaEr0eyWt7jvv5seHjBRKXoWENQT89xkcB3bcBbBWMwK2gpl0SyTKsWukAILeSJSfu2d6TBA2NPo86SzF2oB1VQexh43nGrv3_lf5kK4z_xpSeruAKI6ZkdCt252gRZMY2Ryzkar00hyBu_joBlbn9AyHXmnRQIsgfllzBXERlmVVk5gHBYwKJy-5b7GjdWzdmDElaqZiHACChntVQN9xh0VTbIK9VWHSh1cS7jRm9yG9y2FiBEPNNPNIojcJiZP7OFWjltK2COs2e0sYu3v4A6YAyrMMORtrPyLNpkgvlgKnZkHdyr5NYIj7ez3tZvEMSAaGwI7vGW4zUGru_4YULPzWjlemKV85uto1z40sHx48-QGlaCNmBA3g
https://www.reddit.com/user/TradeStation/
https://alb.reddit.com/cr?za=EwLW6zAqxikbNdlNQbreKnx2-IpYSCMlOTg7h34ttKqVs7HQ3hKO62P-Vzz_zqt2Yv35D9JmRmojvnf7J9gtHstRjI2CVeL-EAgforZ-6t3HW3i4dpnCUeCKGcoN15CkJFK8NawFu30hbRPozQru5zaKcugLvRq0JjR5VevNIsF4llYscBkCWRSehGPIi-pRe7qcEcDAUDrRgXgTwqIPe4hHHnHUWKRWbn3eZ2wr2QcJMz4Ui07fgKzq3f44N7sl4-UPHJY_-izcEW2c5RBjMwBqZeb5dc4Inb9ukCLXoZHlu609VQe6ZRmEhKHK1JG94IwhIDcXXWVBZbHgiNocQsUBwTBA32Jr2J0s8NC_N06NUuzO8d8VYCLZ37520wjujb2gMOH2JM_LXBWupb0dDornJdtShK3a6zk5Jewu2hYnc6UURFEnRgfgfNSJsrgmw8doTl9hDT3_pWGI_OuVJDvkKUqUPWz3AWzjzhrXv_Lahw_pSnQLDe9BiI63DIXKr8DOlpsiitINQwl7rPJ4&zp=590q8RBq2t_PuFDXV4vTER6jV84rwRaEr0eyWt7jvv5seHjBRKXoWENQT89xkcB3bcBbBWMwK2gpl0SyTKsWukAILeSJSfu2d6TBA2NPo86SzF2oB1VQexh43nGrv3_lf5kK4z_xpSeruAKI6ZkdCt252gRZMY2Ryzkar00hyBu_joBlbn9AyHXmnRQIsgfllzBXERlmVVk5gHBYwKJy-5b7GjdWzdmDElaqZiHACChntVQN9xh0VTbIK9VWHSh1cS7jRm9yG9y2FiBEPNNPNIojcJiZP7OFWjltK2COs2e0sYu3v4A6YAyrMMORtrPyLNpkgvlgKnZkHdyr5NYIj7ez3tZvEMSAaGwI7vGW4zUGru_4YULPzWjlemKV85uto1z40sHx48-QGlaCNmBA3g
https://www.reddit.com/user/TradeStation/
https://alb.reddit.com/cr?za=EwLW6zAqxikbNdlNQbreKnx2-IpYSCMlOTg7h34ttKqVs7HQ3hKO62P-Vzz_zqt2Yv35D9JmRmojvnf7J9gtHstRjI2CVeL-EAgforZ-6t3HW3i4dpnCUeCKGcoN15CkJFK8NawFu30hbRPozQru5zaKcugLvRq0JjR5VevNIsF4llYscBkCWRSehGPIi-pRe7qcEcDAUDrRgXgTwqIPe4hHHnHUWKRWbn3eZ2wr2QcJMz4Ui07fgKzq3f44N7sl4-UPHJY_-izcEW2c5RBjMwBqZeb5dc4Inb9ukCLXoZHlu609VQe6ZRmEhKHK1JG94IwhIDcXXWVBZbHgiNocQsUBwTBA32Jr2J0s8NC_N06NUuzO8d8VYCLZ37520wjujb2gMOH2JM_LXBWupb0dDornJdtShK3a6zk5Jewu2hYnc6UURFEnRgfgfNSJsrgmw8doTl9hDT3_pWGI_OuVJDvkKUqUPWz3AWzjzhrXv_Lahw_pSnQLDe9BiI63DIXKr8DOlpsiitINQwl7rPJ4&zp=590q8RBq2t_PuFDXV4vTER6jV84rwRaEr0eyWt7jvv5seHjBRKXoWENQT89xkcB3bcBbBWMwK2gpl0SyTKsWukAILeSJSfu2d6TBA2NPo86SzF2oB1VQexh43nGrv3_lf5kK4z_xpSeruAKI6ZkdCt252gRZMY2Ryzkar00hyBu_joBlbn9AyHXmnRQIsgfllzBXERlmVVk5gHBYwKJy-5b7GjdWzdmDElaqZiHACChntVQN9xh0VTbIK9VWHSh1cS7jRm9yG9y2FiBEPNNPNIojcJiZP7OFWjltK2COs2e0sYu3v4A6YAyrMMORtrPyLNpkgvlgKnZkHdyr5NYIj7ez3tZvEMSAaGwI7vGW4zUGru_4YULPzWjlemKV85uto1z40sHx48-QGlaCNmBA3g
https://alb.reddit.com/cr?za=EwLW6zAqxikbNdlNQbreKnx2-IpYSCMlOTg7h34ttKqVs7HQ3hKO62P-Vzz_zqt2Yv35D9JmRmojvnf7J9gtHstRjI2CVeL-EAgforZ-6t3HW3i4dpnCUeCKGcoN15CkJFK8NawFu30hbRPozQru5zaKcugLvRq0JjR5VevNIsF4llYscBkCWRSehGPIi-pRe7qcEcDAUDrRgXgTwqIPe4hHHnHUWKRWbn3eZ2wr2QcJMz4Ui07fgKzq3f44N7sl4-UPHJY_-izcEW2c5RBjMwBqZeb5dc4Inb9ukCLXoZHlu609VQe6ZRmEhKHK1JG94IwhIDcXXWVBZbHgiNocQsUBwTBA32Jr2J0s8NC_N06NUuzO8d8VYCLZ37520wjujb2gMOH2JM_LXBWupb0dDornJdtShK3a6zk5Jewu2hYnc6UURFEnRgfgfNSJsrgmw8doTl9hDT3_pWGI_OuVJDvkKUqUPWz3AWzjzhrXv_Lahw_pSnQLDe9BiI63DIXKr8DOlpsiitINQwl7rPJ4&zp=590q8RBq2t_PuFDXV4vTER6jV84rwRaEr0eyWt7jvv5seHjBRKXoWENQT89xkcB3bcBbBWMwK2gpl0SyTKsWukAILeSJSfu2d6TBA2NPo86SzF2oB1VQexh43nGrv3_lf5kK4z_xpSeruAKI6ZkdCt252gRZMY2Ryzkar00hyBu_joBlbn9AyHXmnRQIsgfllzBXERlmVVk5gHBYwKJy-5b7GjdWzdmDElaqZiHACChntVQN9xh0VTbIK9VWHSh1cS7jRm9yG9y2FiBEPNNPNIojcJiZP7OFWjltK2COs2e0sYu3v4A6YAyrMMORtrPyLNpkgvlgKnZkHdyr5NYIj7ez3tZvEMSAaGwI7vGW4zUGru_4YULPzWjlemKV85uto1z40sHx48-QGlaCNmBA3g
https://alb.reddit.com/cr?za=EwLW6zAqxikbNdlNQbreKnx2-IpYSCMlOTg7h34ttKqVs7HQ3hKO62P-Vzz_zqt2Yv35D9JmRmojvnf7J9gtHstRjI2CVeL-EAgforZ-6t3HW3i4dpnCUeCKGcoN15CkJFK8NawFu30hbRPozQru5zaKcugLvRq0JjR5VevNIsF4llYscBkCWRSehGPIi-pRe7qcEcDAUDrRgXgTwqIPe4hHHnHUWKRWbn3eZ2wr2QcJMz4Ui07fgKzq3f44N7sl4-UPHJY_-izcEW2c5RBjMwBqZeb5dc4Inb9ukCLXoZHlu609VQe6ZRmEhKHK1JG94IwhIDcXXWVBZbHgiNocQsUBwTBA32Jr2J0s8NC_N06NUuzO8d8VYCLZ37520wjujb2gMOH2JM_LXBWupb0dDornJdtShK3a6zk5Jewu2hYnc6UURFEnRgfgfNSJsrgmw8doTl9hDT3_pWGI_OuVJDvkKUqUPWz3AWzjzhrXv_Lahw_pSnQLDe9BiI63DIXKr8DOlpsiitINQwl7rPJ4&zp=590q8RBq2t_PuFDXV4vTER6jV84rwRaEr0eyWt7jvv5seHjBRKXoWENQT89xkcB3bcBbBWMwK2gpl0SyTKsWukAILeSJSfu2d6TBA2NPo86SzF2oB1VQexh43nGrv3_lf5kK4z_xpSeruAKI6ZkdCt252gRZMY2Ryzkar00hyBu_joBlbn9AyHXmnRQIsgfllzBXERlmVVk5gHBYwKJy-5b7GjdWzdmDElaqZiHACChntVQN9xh0VTbIK9VWHSh1cS7jRm9yG9y2FiBEPNNPNIojcJiZP7OFWjltK2COs2e0sYu3v4A6YAyrMMORtrPyLNpkgvlgKnZkHdyr5NYIj7ez3tZvEMSAaGwI7vGW4zUGru_4YULPzWjlemKV85uto1z40sHx48-QGlaCNmBA3g
https://alb.reddit.com/cr?za=EwLW6zAqxikbNdlNQbreKnx2-IpYSCMlOTg7h34ttKqVs7HQ3hKO62P-Vzz_zqt2Yv35D9JmRmojvnf7J9gtHstRjI2CVeL-EAgforZ-6t3HW3i4dpnCUeCKGcoN15CkJFK8NawFu30hbRPozQru5zaKcugLvRq0JjR5VevNIsF4llYscBkCWRSehGPIi-pRe7qcEcDAUDrRgXgTwqIPe4hHHnHUWKRWbn3eZ2wr2QcJMz4Ui07fgKzq3f44N7sl4-UPHJY_-izcEW2c5RBjMwBqZeb5dc4Inb9ukCLXoZHlu609VQe6ZRmEhKHK1JG94IwhIDcXXWVBZbHgiNocQsUBwTBA32Jr2J0s8NC_N06NUuzO8d8VYCLZ37520wjujb2gMOH2JM_LXBWupb0dDornJdtShK3a6zk5Jewu2hYnc6UURFEnRgfgfNSJsrgmw8doTl9hDT3_pWGI_OuVJDvkKUqUPWz3AWzjzhrXv_Lahw_pSnQLDe9BiI63DIXKr8DOlpsiitINQwl7rPJ4&zp=590q8RBq2t_PuFDXV4vTER6jV84rwRaEr0eyWt7jvv5seHjBRKXoWENQT89xkcB3bcBbBWMwK2gpl0SyTKsWukAILeSJSfu2d6TBA2NPo86SzF2oB1VQexh43nGrv3_lf5kK4z_xpSeruAKI6ZkdCt252gRZMY2Ryzkar00hyBu_joBlbn9AyHXmnRQIsgfllzBXERlmVVk5gHBYwKJy-5b7GjdWzdmDElaqZiHACChntVQN9xh0VTbIK9VWHSh1cS7jRm9yG9y2FiBEPNNPNIojcJiZP7OFWjltK2COs2e0sYu3v4A6YAyrMMORtrPyLNpkgvlgKnZkHdyr5NYIj7ez3tZvEMSAaGwI7vGW4zUGru_4YULPzWjlemKV85uto1z40sHx48-QGlaCNmBA3g
https://alb.reddit.com/cr?za=EwLW6zAqxikbNdlNQbreKnx2-IpYSCMlOTg7h34ttKqVs7HQ3hKO62P-Vzz_zqt2Yv35D9JmRmojvnf7J9gtHstRjI2CVeL-EAgforZ-6t3HW3i4dpnCUeCKGcoN15CkJFK8NawFu30hbRPozQru5zaKcugLvRq0JjR5VevNIsF4llYscBkCWRSehGPIi-pRe7qcEcDAUDrRgXgTwqIPe4hHHnHUWKRWbn3eZ2wr2QcJMz4Ui07fgKzq3f44N7sl4-UPHJY_-izcEW2c5RBjMwBqZeb5dc4Inb9ukCLXoZHlu609VQe6ZRmEhKHK1JG94IwhIDcXXWVBZbHgiNocQsUBwTBA32Jr2J0s8NC_N06NUuzO8d8VYCLZ37520wjujb2gMOH2JM_LXBWupb0dDornJdtShK3a6zk5Jewu2hYnc6UURFEnRgfgfNSJsrgmw8doTl9hDT3_pWGI_OuVJDvkKUqUPWz3AWzjzhrXv_Lahw_pSnQLDe9BiI63DIXKr8DOlpsiitINQwl7rPJ4&zp=590q8RBq2t_PuFDXV4vTER6jV84rwRaEr0eyWt7jvv5seHjBRKXoWENQT89xkcB3bcBbBWMwK2gpl0SyTKsWukAILeSJSfu2d6TBA2NPo86SzF2oB1VQexh43nGrv3_lf5kK4z_xpSeruAKI6ZkdCt252gRZMY2Ryzkar00hyBu_joBlbn9AyHXmnRQIsgfllzBXERlmVVk5gHBYwKJy-5b7GjdWzdmDElaqZiHACChntVQN9xh0VTbIK9VWHSh1cS7jRm9yG9y2FiBEPNNPNIojcJiZP7OFWjltK2COs2e0sYu3v4A6YAyrMMORtrPyLNpkgvlgKnZkHdyr5NYIj7ez3tZvEMSAaGwI7vGW4zUGru_4YULPzWjlemKV85uto1z40sHx48-QGlaCNmBA3g
https://www.reddit.com/r/HomeNetworking/comments/hgx5su/comment/fw6z57t/
https://www.reddit.com/r/HomeNetworking/comments/hgx5su/layer_3_switch_or_layer_2_firewallrouter/
https://www.reddit.com/user/HelloYesThisIsNo/
https://www.reddit.com/user/HelloYesThisIsNo/
https://www.reddit.com/r/HomeNetworking/comments/hgx5su/comment/fw6zf92/
https://www.reddit.com/user/gribson/
https://www.reddit.com/user/gribson/
https://www.reddit.com/r/HomeNetworking/comments/hgx5su/comment/fw71rnc/
https://www.reddit.com/
https://www.reddit.com/login/


Anyone Know Where To Source This?

5.1K upvotes ·  277 comments

Was planning on hiring someone to run ethernet through my walls. Was asked to send a
photo of the network panel and the inside of a wall plate. Found string on both ends... cou…

698 upvotes ·  226 comments

Ethernet Stress Test (Cable Torture)

587 upvotes ·  76 comments

Please help im desperate and confused

101 upvotes ·  61 comments

Last update: I’m not getting gigabit but my husband is

316 upvotes ·  21 comments

Thought I would share my home setup

170 upvotes ·  24 comments

Is my basic understanding of switches & routers correct? [diagrams]

241 upvotes ·  75 comments
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Tbh, not really. But if an OP network will be more future proof, the cost is similar, and I'll occasionally
squeeze out a noticeable difference in performance, then why not? Plus nerd cred.
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New house (UK)…trying to understand what’s what

223 upvotes ·  94 comments

Ethernet through the attic or use this coax?

182 upvotes ·  92 comments

Gigabit Over Thermostat Wiring lol

1.2K upvotes ·  113 comments
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