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Beginner in OpenWRT : Can't set Adguard home as my DNS for all my networks

Hi,

| am new to OpenWRT and managed to have my network configured as well as a guest network. Now I'm trying to

put everything behind Adguard Home. | tried to follow this guide : https://openwrt.org/docs/guide-
user/services/dns/adguard-home#installation

But after doing so | have 2 problems :

1. The guest network no longer have DNS access (so no internet)

2. OpenWRT doesn't have internet access (so it can't download opkg packages for example)

Adguard works only for my main network. Could someone help me to set it up properly ? | can't find how.
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If I do this, it means that the DNS will also be accessible from the outside of my network. Could this be a
security problem?

| am hosting some services like home assistant on a Raspberry pi on Port 443 with caddy. Could this cause
problem with its access?
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The ports that can be used by AGH is:

e 53 (unencrypted DNS)
e 443 (DoH)
« 853 (DoT/DoQ)

The alternative is to define multiple bind_hosts (apparently):

https://forum.openwrt.org/t/solved-adguard-home-and-vlans-that-cant-access-the-internet/151507

— Starfox
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By default inbound connection on WAN should be blocked.

| ran the 0.0.0.0 configuration for 24 hours and found a few IP addreses (mostly of the v6 variety) that
| didn't recognize in my logs under Top Clients. | cannot say for certain that | was serving the entire
wide world since | only had logging on for a short time this morning, but | was very spooked.

I've since done this:

bind hosts:
-l
- 127.0.0.1

- [router-locallP]

and my devices and router can access the internet, and the devices that show up in the client are all
lan devices and none of the weird IPv6 addresses that were not my own.
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r/

correctly listens on all interfaces! Thank you so much !

The only thing left | would like to activate is DoH or DoT. But | already have a lot of webservices
hosted on a Raspberry Pi, with Caddy as my reverse proxy, which means my 80 and 443 ports are
already redirect to the Raspberry. Adguard tells me that port 443 is not available. Is there a way out of
this ? How can | make it available ?

What is the best way to get auto renawable certs for Adguard on openwrt ? Before | was using the
DoH addon for openwrt, that was taking care of everything by itself. Is there a way to get something
similar with adguard ?

Thanks in advance and have a great day
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You can enable DoH but you'd have to listen on a different port, and specify that port in the URI
as well. Nothing should be listening on 853 so you can use that for DoT. The alternative would be
to install nginx and redirect to individual services via reverse proxy.

| use ACME to get certs for uhttpd, and point to the cert file within AGH itself so | have DoH/DoT.
The only downside is that it won’t use the updated cert until AGH is restarted, could be automated
via cron if strictly necessary.
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| have no idea how to use RTL_433.

5 upvotes - 8 comments
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is it me or is it opkg?

1 upvote - 1 comment

° r/elderscrollsonline

Minion says addons are all up to date, game says they aren't?

1 upvote - 9 comments
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0 r/openwrt

I wrote a quick guide to install Adguard Home on OpenWrt

27 upvotes - 27 comments

0 r/openwrt

adguardhome package in opkg is old

3 upvotes - 7 comments

m r/openwrt

Router DNS issue after installing Adguard Home (devices work fine but not router).

2 upvotes - 4 comments

m r/openwrt

https://www.reddit.com/r/openwrt/comments/11xte6w/comment/jdabnt5/?rdt=48994

" (7 bayas

4/7


https://alb.reddit.com/cr?za=vBUX5Ya6Hh4radTFKaSqu557GSa6JsQwNUGAmRs7fRsv663uzFw1LKYC8piXfV_6DNNCdQ041relEqfkrqL1Sb1vSTcT4c-mR6YOTjSN_7l3aYkxnPW7FUd8CUmz7ulzDbGP9plKHRkMIIc7FekkxVG_Uv1ua7-9P513EHFxLlSYS2PLJr9y81nqPIa1N-GvdukCDKsAM0ewRIy56tTCHWGjKDfib6oSrqaNx7usn0Ty05Jo41j6c2kpZB5p8BnveIKpcuA4lFXtA4W2npT3wRAnWrcJYAyiWuKm-66NrJut6Q98HbY7KKo5CJjLvrkfpZAfvNg0jFA7TcRhuZD_o65L4GuQGwTZRtBcxla1gSw3rJqrRBhAI6iroUOmj95cdImtNcK7_N58uDPin9kkhSFj0_ziL8okbF4IMk0Rhy30fhksdtsp93mJjUDimw-uLDLQILyzMyVPrGXD5KPtq4TbR9WEAJdnlXbYy3tTyrV9CJa7qroRCSRyCGUGEZ1AjHrFd03Dia4Nlg1haTDL6Lqar-2HI6pHvg8y66iXh-9j-63a0dXZSOTBp4dndeVgqCvVrmXn_LwN3b5gZHoF9DNyd6-KfAyNpaqOMrq21r9mN9BiUkI0SDScSyzCjYeGfaJLwb0aCdocLmQjVyrRRSqUdx8x&zp=EO-lFZM9Hg1mfKlC2f4aFrFwNyNdVuwiVWi2F58ajOOcty8JF1BJoXH9c_k0MlU6EpCXXe3EJGkPDiM4v8sfeAGwvLXS9YikPj-flCSQlUHsKaAUHgtt-OQTClDmng4SZPh-PTV9SvWCv0pm_jYD9pFv20IMNOzi
https://alb.reddit.com/cr?za=vBUX5Ya6Hh4radTFKaSqu557GSa6JsQwNUGAmRs7fRsv663uzFw1LKYC8piXfV_6DNNCdQ041relEqfkrqL1Sb1vSTcT4c-mR6YOTjSN_7l3aYkxnPW7FUd8CUmz7ulzDbGP9plKHRkMIIc7FekkxVG_Uv1ua7-9P513EHFxLlSYS2PLJr9y81nqPIa1N-GvdukCDKsAM0ewRIy56tTCHWGjKDfib6oSrqaNx7usn0Ty05Jo41j6c2kpZB5p8BnveIKpcuA4lFXtA4W2npT3wRAnWrcJYAyiWuKm-66NrJut6Q98HbY7KKo5CJjLvrkfpZAfvNg0jFA7TcRhuZD_o65L4GuQGwTZRtBcxla1gSw3rJqrRBhAI6iroUOmj95cdImtNcK7_N58uDPin9kkhSFj0_ziL8okbF4IMk0Rhy30fhksdtsp93mJjUDimw-uLDLQILyzMyVPrGXD5KPtq4TbR9WEAJdnlXbYy3tTyrV9CJa7qroRCSRyCGUGEZ1AjHrFd03Dia4Nlg1haTDL6Lqar-2HI6pHvg8y66iXh-9j-63a0dXZSOTBp4dndeVgqCvVrmXn_LwN3b5gZHoF9DNyd6-KfAyNpaqOMrq21r9mN9BiUkI0SDScSyzCjYeGfaJLwb0aCdocLmQjVyrRRSqUdx8x&zp=EO-lFZM9Hg1mfKlC2f4aFrFwNyNdVuwiVWi2F58ajOOcty8JF1BJoXH9c_k0MlU6EpCXXe3EJGkPDiM4v8sfeAGwvLXS9YikPj-flCSQlUHsKaAUHgtt-OQTClDmng4SZPh-PTV9SvWCv0pm_jYD9pFv20IMNOzi
https://alb.reddit.com/cr?za=vBUX5Ya6Hh4radTFKaSqu557GSa6JsQwNUGAmRs7fRsv663uzFw1LKYC8piXfV_6DNNCdQ041relEqfkrqL1Sb1vSTcT4c-mR6YOTjSN_7l3aYkxnPW7FUd8CUmz7ulzDbGP9plKHRkMIIc7FekkxVG_Uv1ua7-9P513EHFxLlSYS2PLJr9y81nqPIa1N-GvdukCDKsAM0ewRIy56tTCHWGjKDfib6oSrqaNx7usn0Ty05Jo41j6c2kpZB5p8BnveIKpcuA4lFXtA4W2npT3wRAnWrcJYAyiWuKm-66NrJut6Q98HbY7KKo5CJjLvrkfpZAfvNg0jFA7TcRhuZD_o65L4GuQGwTZRtBcxla1gSw3rJqrRBhAI6iroUOmj95cdImtNcK7_N58uDPin9kkhSFj0_ziL8okbF4IMk0Rhy30fhksdtsp93mJjUDimw-uLDLQILyzMyVPrGXD5KPtq4TbR9WEAJdnlXbYy3tTyrV9CJa7qroRCSRyCGUGEZ1AjHrFd03Dia4Nlg1haTDL6Lqar-2HI6pHvg8y66iXh-9j-63a0dXZSOTBp4dndeVgqCvVrmXn_LwN3b5gZHoF9DNyd6-KfAyNpaqOMrq21r9mN9BiUkI0SDScSyzCjYeGfaJLwb0aCdocLmQjVyrRRSqUdx8x&zp=EO-lFZM9Hg1mfKlC2f4aFrFwNyNdVuwiVWi2F58ajOOcty8JF1BJoXH9c_k0MlU6EpCXXe3EJGkPDiM4v8sfeAGwvLXS9YikPj-flCSQlUHsKaAUHgtt-OQTClDmng4SZPh-PTV9SvWCv0pm_jYD9pFv20IMNOzi
https://www.reddit.com/r/openwrt/comments/q8dth8/i_wrote_a_quick_guide_to_install_adguard_home_on/
https://www.reddit.com/r/openwrt/comments/16n8gkt/adguardhome_package_in_opkg_is_old/
https://www.reddit.com/r/openwrt/comments/1adgws1/router_dns_issue_after_installing_adguard_home/
https://www.reddit.com/r/openwrt/comments/1gbgy33/openwrt_developers_are_discussing_24xx_plans_on/
https://www.reddit.com/r/openwrt
https://bayas.dev/posts/adguard-home-openwrt/
https://www.reddit.com/r/openwrt
https://www.reddit.com/r/openwrt
https://www.reddit.com/r/openwrt
https://www.reddit.com/
https://www.reddit.com/login/

11/13/24, 10:57 AM Beginner in OpenWRT : Can't set Adguard home as my DNS for all my networks

Skip to main content

@ r/ANBERNIC

RG353M w/ BlackSeraph App Test Request

6 upvotes - 4 comments

PROMOTED oo

Complimentary
Home Charger

PoWE Ei'::ﬂﬂ:m:ga ation
n T Live Supp
PROM/SE an™"

A P S i A L e T 5 B %ET‘%%EL T o 2R
M :rT"L.I wn‘f:m:.'ﬂn FE-':'H—‘::&’ ﬁ]ﬁ’iﬂ'ﬂiﬂt EL »: "““H’“"
raEErH} e e Lt S Theker PEeHIr ey "’L"‘“P S T

¥
s e e S T e T e

m r/openwrt

Need help with OpenWRT (dumb) Acces Point + AdGuardHome combo

8 comments

m r'RTLSDR

Fix data from rtl_power and an upconverter

14 upvotes - 4 comments

° r/truenas

TrueNAS 24.10.0 (Electric Eel) - Now available!

195 upvotes - 145 comments

m r/openwrt

AdBlock or AdGuard Home for my setup?

7 upvotes - 9 comments

0 r/openwrt

OpenWRT and ADGuard Home

4 upvotes - 22 comments

https://www.reddit.com/r/openwrt/comments/11xte6w/comment/jdabnt5/?rdt=48994

: r/openwrt

5/7


https://www.reddit.com/r/openwrt/comments/1gbgy33/openwrt_developers_are_discussing_24xx_plans_on/
https://www.reddit.com/r/ANBERNIC/comments/11brbs2/rg353m_w_blackseraph_app_test_request/
https://alb.reddit.com/cr?za=E4eT4R3gomqzC-wY6LqepGdMii8j1olpUY-hSS1DI5rCmekVCj1y3po5CtyTi5cv2d69x9Um68cySD57o6MVfCFFUHur_LXKPzBGZbuRa-VxHHDHDldS3a7PdleiyEYW8Wwg0elV4LVm_TmStj4LLQcy6WjR758cjttGy8LHY7IZIY1s1ntrH_iqedGa-R_QbGIQ95vjfg2SxKY8ocuDOc9HGzb1jo6MhxO1q8D-rmLLUpX-1INgpxxIVMgP9jl81Eu7HdXx-wb4qgwA1IkEt1psg1wufHW5hgCpFBKW9v1dm5HcRwwiLssUMEP3qw_oWRSAhmcEOaJDHqU40aocr57YXwyHD2jV2qN7KnmO0_9r06TLO7QTwXpw-VTyuEm4_lDnPj3ibDsJRrjO3tIox19KcSNw879fEVqitwEEd1Az96GTSx2mz0lKrQPZJ8TvrTxpfibKXiOOvvCb3OeptLF15Np92oQRqiVhIW-kirMXOvAg-0FxtOlIXJwFAAO8ofuJAqekJP65S1HqJ6gzmKEUsulfxYo3nZ2t4il_PTQvWsszFtfCsxc_FDd3vGRvo5hZdV81y_zd2d9gsaB4Qi87NC7KoMfpbw0uIxcApUQea27SsoWith0LVr-yHrsPLL4sRu9_lm9vAZ6ETKCDnZi_3xly&zp=91NnvgBorWqAxBI_o14Pdz2pkOlgEgv6krs51IZj9W70G_xe6SAIPHb90UeLqndPa4AXCrM6neGGI32Pd7PewQtXviWO9a9_HJzW2TmurRwNML93ttLkYynscUDzKAMMWUQRHyleUOqv5NFA0ZL3RSZpCALoS_HN
https://alb.reddit.com/cr?za=E4eT4R3gomqzC-wY6LqepGdMii8j1olpUY-hSS1DI5rCmekVCj1y3po5CtyTi5cv2d69x9Um68cySD57o6MVfCFFUHur_LXKPzBGZbuRa-VxHHDHDldS3a7PdleiyEYW8Wwg0elV4LVm_TmStj4LLQcy6WjR758cjttGy8LHY7IZIY1s1ntrH_iqedGa-R_QbGIQ95vjfg2SxKY8ocuDOc9HGzb1jo6MhxO1q8D-rmLLUpX-1INgpxxIVMgP9jl81Eu7HdXx-wb4qgwA1IkEt1psg1wufHW5hgCpFBKW9v1dm5HcRwwiLssUMEP3qw_oWRSAhmcEOaJDHqU40aocr57YXwyHD2jV2qN7KnmO0_9r06TLO7QTwXpw-VTyuEm4_lDnPj3ibDsJRrjO3tIox19KcSNw879fEVqitwEEd1Az96GTSx2mz0lKrQPZJ8TvrTxpfibKXiOOvvCb3OeptLF15Np92oQRqiVhIW-kirMXOvAg-0FxtOlIXJwFAAO8ofuJAqekJP65S1HqJ6gzmKEUsulfxYo3nZ2t4il_PTQvWsszFtfCsxc_FDd3vGRvo5hZdV81y_zd2d9gsaB4Qi87NC7KoMfpbw0uIxcApUQea27SsoWith0LVr-yHrsPLL4sRu9_lm9vAZ6ETKCDnZi_3xly&zp=91NnvgBorWqAxBI_o14Pdz2pkOlgEgv6krs51IZj9W70G_xe6SAIPHb90UeLqndPa4AXCrM6neGGI32Pd7PewQtXviWO9a9_HJzW2TmurRwNML93ttLkYynscUDzKAMMWUQRHyleUOqv5NFA0ZL3RSZpCALoS_HN
https://alb.reddit.com/cr?za=E4eT4R3gomqzC-wY6LqepGdMii8j1olpUY-hSS1DI5rCmekVCj1y3po5CtyTi5cv2d69x9Um68cySD57o6MVfCFFUHur_LXKPzBGZbuRa-VxHHDHDldS3a7PdleiyEYW8Wwg0elV4LVm_TmStj4LLQcy6WjR758cjttGy8LHY7IZIY1s1ntrH_iqedGa-R_QbGIQ95vjfg2SxKY8ocuDOc9HGzb1jo6MhxO1q8D-rmLLUpX-1INgpxxIVMgP9jl81Eu7HdXx-wb4qgwA1IkEt1psg1wufHW5hgCpFBKW9v1dm5HcRwwiLssUMEP3qw_oWRSAhmcEOaJDHqU40aocr57YXwyHD2jV2qN7KnmO0_9r06TLO7QTwXpw-VTyuEm4_lDnPj3ibDsJRrjO3tIox19KcSNw879fEVqitwEEd1Az96GTSx2mz0lKrQPZJ8TvrTxpfibKXiOOvvCb3OeptLF15Np92oQRqiVhIW-kirMXOvAg-0FxtOlIXJwFAAO8ofuJAqekJP65S1HqJ6gzmKEUsulfxYo3nZ2t4il_PTQvWsszFtfCsxc_FDd3vGRvo5hZdV81y_zd2d9gsaB4Qi87NC7KoMfpbw0uIxcApUQea27SsoWith0LVr-yHrsPLL4sRu9_lm9vAZ6ETKCDnZi_3xly&zp=91NnvgBorWqAxBI_o14Pdz2pkOlgEgv6krs51IZj9W70G_xe6SAIPHb90UeLqndPa4AXCrM6neGGI32Pd7PewQtXviWO9a9_HJzW2TmurRwNML93ttLkYynscUDzKAMMWUQRHyleUOqv5NFA0ZL3RSZpCALoS_HN
https://www.reddit.com/r/openwrt/comments/1cpjnxw/need_help_with_openwrt_dumb_acces_point/
https://www.reddit.com/r/RTLSDR/comments/11d69lh/fix_data_from_rtl_power_and_an_upconverter/
https://www.reddit.com/r/truenas/comments/1gext0r/truenas_24100_electric_eel_now_available/
https://www.reddit.com/r/openwrt/comments/15i1c5y/adblock_or_adguard_home_for_my_setup/
https://www.reddit.com/r/openwrt/comments/12ddm9z/openwrt_and_adguard_home/
https://www.reddit.com/r/ANBERNIC
https://www.reddit.com/r/openwrt
https://www.reddit.com/r/RTLSDR
https://www.reddit.com/r/truenas
https://www.reddit.com/r/openwrt
https://www.reddit.com/r/openwrt
https://www.reddit.com/
https://www.reddit.com/login/

11/13/24, 10:57 AM Beginner in OpenWRT : Can't set Adguard home as my DNS for all my networks : r/openwrt

Skip to main content ”

11 upvotes - 10 comments

m r/openwrt

Do you have to let AdGuard Home on OpenWrt update itself outside of opkg? Is
“loptlAdGuardHomelagh-backup/™ folder strictly required? Would AGH even fit on a 128MB NAND route...

2 upvotes - 20 comments

@ r/androidroot

Can't exit EDL on Oppo A37f

2 upvotes - 6 comments

& r/SteamController

PSA: If you use GlosSI as a "game" for desktop, you wont have to use -oldbigpicture to use the old OSK
and the OSK wont freeze after you close it

29 upvotes - 1 comment

“ r/zoommultistomp

How to upload g200kg patch codes to multistomp?

2 upvotes - 2 comments

° r/Tailscale

Announcement: TSDProxy 0.5.0

110 upvotes - 54 comments

. r/godot

I can't load/port my Godot 3.5 project to Godot 4, because apparently | don't have Vulkan, help

1 upvote - 3 comments

m r/zfs

OpenZFS deduplication is good now and you shouldn't use it g

(7 despairl...

115 upvotes - 52 comments

‘ZXS, r/Proxmox

TTeck’s ProxmoxVE Helper Scripts Changes

1K upvotes - 68 comments

https://www.reddit.com/r/openwrt/comments/11xte6w/comment/jdabnt5/?rdt=48994 6/7


https://www.reddit.com/r/macapps/comments/11s24fj/adguard_app_vs_extension_is_it_worth_to_buy/
https://www.reddit.com/r/openwrt/comments/x88fl6/do_you_have_to_let_adguard_home_on_openwrt_update/
https://www.reddit.com/r/androidroot/comments/10o4qoy/cant_exit_edl_on_oppo_a37f/
https://www.reddit.com/r/SteamController/comments/10wvq13/psa_if_you_use_glossi_as_a_game_for_desktop_you/
https://www.reddit.com/r/zoommultistomp/comments/10u13dd/how_to_upload_g200kg_patch_codes_to_multistomp/
https://www.reddit.com/r/Tailscale/comments/1gkgzt8/announcement_tsdproxy_050/
https://www.reddit.com/r/godot/comments/11ksuig/i_cant_loadport_my_godot_35_project_to_godot_4/
https://www.reddit.com/r/zfs/comments/1gdvh0m/openzfs_deduplication_is_good_now_and_you/
https://www.reddit.com/r/Proxmox/comments/1gk19gm/ttecks_proxmoxve_helper_scripts_changes/
https://www.reddit.com/r/macapps
https://www.reddit.com/r/openwrt
https://www.reddit.com/r/androidroot
https://www.reddit.com/r/SteamController
https://www.reddit.com/r/zoommultistomp
https://www.reddit.com/r/Tailscale
https://www.reddit.com/r/godot
https://www.reddit.com/r/zfs
https://despairlabs.com/blog/posts/2024-10-27-openzfs-dedup-is-good-dont-use-it/
https://www.reddit.com/r/Proxmox
https://www.reddit.com/
https://www.reddit.com/login/

11/13/24, 10:57 AM Beginner in OpenWRT : Can't set Adguard home as my DNS for all my networks : r/openwrt

O o o

256 upvotes - 50 comments

@ r/sveltejs

PWA SvelteKit with router-auto submission to google play and istore

1 upvote - 5 comments

@ r/ipve
No NAT November

181 upvotes - 69 comments

TOP POSTS

Reddit

reReddit: Top posts of March 21, 2023

@ Reddit

reReddit: Top posts of March 2023

@ Reddit

reReddit: Top posts of 2023

https://www.reddit.com/r/openwrt/comments/11xte6w/comment/jdabnt5/?rdt=48994 7717


https://www.reddit.com/r/Tailscale/comments/1gb7o8w/tailscale_appreciation_post/
https://www.reddit.com/r/sveltejs/comments/11k152d/pwa_sveltekit_with_routerauto_submission_to/
https://www.reddit.com/r/ipv6/comments/1gh2mwi/no_nat_november/
https://www.reddit.com/posts/2023/march-21-1/
https://www.reddit.com/posts/2023/march-21-1/
https://www.reddit.com/posts/2023/march-21-1/
https://www.reddit.com/posts/2023/march-21-1/
https://www.reddit.com/posts/2023/march-21-1/
https://www.reddit.com/posts/2023/march-21-1/
https://www.reddit.com/posts/2023/march-21-1/
https://www.reddit.com/posts/2023/march-21-1/
https://www.reddit.com/posts/2023/march/
https://www.reddit.com/posts/2023/march/
https://www.reddit.com/posts/2023/march/
https://www.reddit.com/posts/2023/march/
https://www.reddit.com/posts/2023/march/
https://www.reddit.com/posts/2023/march/
https://www.reddit.com/posts/2023/march/
https://www.reddit.com/posts/2023/march/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.reddit.com/posts/2023/
https://www.reddit.com/r/Tailscale
https://www.reddit.com/r/sveltejs
https://www.reddit.com/r/ipv6
https://www.reddit.com/
https://www.reddit.com/login/

